10 COMMUNICATION AND NETWORK CONe
' o SINCEPTS

o'

or or reduce the security
To counter ¢ the security threats received under thi ,
nder this category, many protection methods

,d. These protection methods
are used. ethods are being dj
‘ Iscussed briefly in the coming i
) g lines.

\uthori/dtion

|

ization determin .
uthoriza es whether the service provider has granted access to the web service to

,questor. Basicall horizak
the reques Y, authorization confi .
e . rms the servi ¢ dentials. It
, sift / . ) ice requestor’s creden
Jete rx?11ne; if he; service requestor is entitled to perform the operatioqn which can range from
invoking the WED service to executing a certain part of its functiona]ify’
\uthorization is performed by asking the user . ' .
: o . ) a legal login- i rovide a
egal login-id, he/she is considered an authorized ugser gin-id. If the user is able to p

2. Authentication

Authzﬂhcaﬁ?intﬁns;re: tha't each eetity involved in using a web service - the requestor, the
rovider, and the broker (1f there is one) - is what it actually claims to be. Authentication

involves accepting credentials from the entity and validating them against an authority.

AU.thenhcatlon 1s alsq termed as password-protection as the authorized user is asked to provide a
valid password, and if he/she is able to do this, he/she is considered to be an authentic user.

3. Encrypted Smart Cards

passwords in a remote log-in session generally pass over the network in unencrypted form, any
hacker (or cracker) can simply record it and can use it later maliciously to corrupt data/files or to
harm anyone etc. To counter such threats, newer approaches are suggested such as encrypted
smart cards.

An encrypted smart card is a hand-held smart card that can generate a token that a computer
system can recognise. Everytime a new and different token is generated, which even-though

cracked or hacked, can not be used later.

4, Biometric Systems
The biometric systems form the most secure level of authorization. The biometric systems

involve some unique aspect of a person’s body such as finger-prints, retinal patterns etc. to

establish his/her identity.

5. Firewall

A system designed to prevent unauth
Firewall. Firewalls can be implemented in both hardware and software, or a combin

Firewalls are frequently used to prevent unauthorized Internet users from acces

networks connected to the Internet, especially intranets. All m

:‘essages entering or leaving the intranet pass through the T
Irewal] ' . e system designed to prevent
, which examines each message and blocks those L herized access to or from a

th i i
atdo not meet the specified security criteria. private network is called Firewall.

orized access to or from a private network is called
ation of both.

sing private

The . ,
¢re are several types of firewall techniques :

$ Packet filter. Looks as each packet entering or leav
based on user-defined rules. Packet filtering is fairly effective
but it is difficult to configure. In addition, it is susceptile to IP spoofing.

ing the network and accepts or rejects it
and transparent to users,
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