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6.1 INTRODUCTION 

We are now living an era called the information age where we see that most our activities are 

technology-influenced, be it making an online payment, creating or development of own 

piece of art or information (such as writing articles or elicking photographs and so forth). With 

the reach of technology to our day to day life, there has been a paradigm shift, and it has also 

raised specific issues and problems related to society, ethics and law. In this chapter, we shall 

dik about topics about this verv domain such as intellectual property rights, plagiarism, 

cybercrime, cyberlaw, e-waste management etc. 
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16.2 ETHICAL ISSUES 

These days, we can easily say that our society is information society and our era is information

td. As we all know that information is the means to acquire knowledge. In other words, we can say 

at formation forms the intellectual cavital for a person or body. However, there are many 

ethical issues involved with the usage and availability of intormation 

Some common ethical issues are 

() Intellectual property rights 
(i) Plagiarism 

(ii) Digital property rights 

16.2.1 Intellectual Property Rights 
As mentioned earlier, information makes intellectual

property. Any piece of information is produced or created with 

a lot of efforts and it consumes a lot of time. The cost factor is also 

involved with the creation or production of information. Though 
once produced, it becomes very easy to duplicate it or share it 

with others. But this very thing makes information difficult to 

safeguard unlike tangible property. 

NOTE 

Intellectual property rights are the 

rights of the owner of information 

to decide how much information is 

to be exchanged, shared or distri- 

buted. Also it gives the owner a right 

to decide the price for doing 

(exchanging/sharing/distributing) so. The creator/producer of the information is the real owner of 
the information. And the owner has every right to protect 

his/her intellectual property. To protect one's intellectual property 

rights one can get information copyrighted or patented or use 

trademarks.

The ethical issue involved with it is that information must not be exchanged without the 

consent of its owner. 

The intellectual property rights must be protected, for it 

- encourages individuals and businesses to create new software and new software 

applications, as well as improving existing applications,

ensures new ideas and technologies are widely distributed, 

promotes investment in the national economy.

16.2.2 Plagiarism 
PLAGIARISM 

Simply put, Plagiarism means stealing. Surprised? If you look 
into an English dictionary to find the meaning of word 

plagiarism, it will give somewhat like "the unauthorized use 

or close imitation of the language and thoughts of another 

author and the representation of them as one's own original 

Plagiarism is stealing someone 
else's intellectual work an0 
representing it as your own wo 

without citing the source 

information. 

of 

work." 

Thus, Plagiarism is stealing someone 

academic work etc.) and representing 

without citing the source of information. 

else's intellectual work (can be an idea, literary 
it as your own work without giving credit to 

/y work or 

Creator ofr 
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Lrople be termed as Plagiarism 

Any 
of the folloWing 

acts would be 

Using some other author s Work without giving credit to the auihor 

Someone else's work in incorrect form than intended originally by the author/creator. 

M 

it to the creator ot the work. 
Modifving/litting 

someone's roduction such as nusic-composition etc. without attributing 

AGiving incorrect or incorrect source or intormation i.e., wrongful citation. 

FailTe in giving credit or acknowledging the contribution of others in a collaborative 

ettort, to which you are also part of. 

How 
not to Plagiarize ? 

Ac most universities put in their student-handbook. 'To avoid plagiarism 

You must give credit whenever you use 

another person's idea, opinion, or theory; 

quotations of another person's actual spoken or written words; or 

Paraphrase of another person's spoken or written words. 

Plcgicrism is Otence 

If plagiarism involves copying not only ideas but also a substantial portion of a copyrighted 
work without attribution and without permission, it would amount to both copyright 

infringement and the violation of the 'special right' of the author to be credited. 

Copyright infringement and the violation of an author's right to be credited are both civil wrongs 

and criminal offences. A civil suit may be instituted, and criminal charges may also be filed'2. 

Both civil suit and criminal charges are punishable offences and amount to fine and penalties. 

6.2.3 Digital Property Rights DIGITAL PROPERTY 

Digital property (or digital assets) refers to any 

intormation about you or created by you that exists in 

digital form, either online or on an electronic storage device. 

All of your digital property comprises what is known as 

your digital estate. 

Digital property (or digital assets) 
refers to any information about 

you or created by you that exists in | 

digital form, either online or on an 

electronic storage device. 

Examples of digital property include: any online personal accounts, such as email and 

Communications accounts, social media accounts, shopping accounts, photo and video sharing accounts 

U1deo gaming accounts, online storage accounts, and websites and biogs that you may manage; domaiu 

names registered in your name; intellectual property, including copyrigihted materials, trademarks 

patents and any software or code (such as software tools created by you or games or apps created bu 10 

you may have written and ouwn etc. 

Digital property rights lie with the owner. Legally a person who has created it or the . 
Who has got it developed by paying legally is the legal owner or a digital property, ly 

OWner can use and decide who all and in what form can his/her digital asset ma 
the 

an his/her digital asset may be used by 
ense or usage rights 

etc. But this is not the case generally; there are many threats to digital propertio ge rights 
other, whether by making payments or by buying it or by obtaining its license or es. 

Ound in most universities' guidelines for students/ 
student-handbooks 

landita Saikia) 
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Threats to Digital Properties 

Let us briefly talk about common threats to digital properties 
1. Digital software penetration tools. Although one needs to buy usage rights or license 

to use a diital property, there are many software penetration tools such as cracks and 
kevgens, tools created by hackers to penetrate your software's registration system and 

enable unauthorized users to freely access your software without actually paying for it. 

2 Stealing and plagiarizing codes of your digital properties. Sometimes other developers 
somehow get hold of your software's source code and then create plagiarized versions 
of your code and use it in their own software. In other words, they steal your software's 
source code and use it to build their own versions of it, and then sell it under their own 

company name. 

Digital Property Rights Protection 
As there are multiple types of threats to digital properties, there are many ways you can ensure 

protection of your digital properties. 

Let us talk about these protective measures 

1. Anti-Temper Solutions. There are many anti-tamper solution available today which 
ure that your digital property is tamper-proof. These anti-temper solutions usea 

host of advanced technologies to prevent hackers from hacking, reverse-engineering or 

manipulating your digital properties such as utility tools, softuare, apps, video games and so torth. 

2. Legal Clauses. Add legal clause in the clauses of use of your software/digital propeties. 
You must include a transparent clause in your software's Terms of Service that prohibits 
the scraping of your software's source code for reuse. This is a sound legal backup for 

you. 
3. Limit the sharing of software code. You should share your software code only with 

trusted individuals who are part of development team. You should also use a Digital 

Rights Management (DRM) solution to protect your software from being scraped for 

source code using decompilers etc. 

16.3 OPEN SOURCE PHILOSOPHY AND SOFTWARE LICENCES 

Broadly the term 'open source software' 1s used to refer to those categories of software/ programs 
whose licenses do not impose much conditions. Such software, generally, give users freedom t 

run/use the software for any purpose, to study and modify the program, and to redistribue 

copies of either the original or modified program (without having to pay royalties to previet 

developers). 
There are many categories of sottware that may be referred to as open source softwa 

Following subsection is going to talk about the same. 

16.3.1 Terminology b 

Before we talk about various terms and definitions pertaining to 'Open' world, you mus 

clear about two terms which are often misunderstood or misinterpreted. 

These terms are : 

Free software and 

Open source software 
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Softaare 

means 
thes

ayped and. 

distributed by all 
ns the software is freely accessible and can be freely used, changed, improved, 

who wish to do so. And no payments are needed to be made for 

tinition 

of Free Software is published by Richard Stallman's Free Software Foundation. Here 

free 
as in hee speech," not as in "free beer. " Free software is a matter of the users' freedom 

Free Sotware 

free sottware 

the ker tert 
of that 

definition: 

fhware" is a matter of liberty, not price. To understand the concept, you should think of 
Free software 

s a matt 

2. distribute, study, change and improve the software. More precisely, it refers to four 

kimuds of freedom, for the users of the software 

The freedom to run the program, Jor any purpose (freedom 0). 

The freedom to study how the program works, and adapt it to your needs (freedom 1). Access to the 

source code is a precondition for this. 

The freedom to redistribute copies so you can help your neighbor (freedom 2). 

The freedom to improve the program, and release your improvements to the public, so that the 

whole community benefits (freedom 3). Access to the source code is a precondition for this. 

A program is free software if users have all of these freedoms. 

Open Source Sotware 

Open Source Software, on the other hand, can be freely used (in terms of making modifications, 

constructing business models around the software and so on) but it does not have to be free of 

charge. Here the company constructing the business models around open source software may 

receive payments concerning support, further development. What is important to know here is 

that in open source software, the source code is freely available to the customer. 

6.3.2 Philosophy of Open Source 

Open source software is officially defined by the open source definition at 

http://www.opensource.org/docs/definition_plain.html. 

It states that 
Open source doesn't just mean access to the source code. The distribution terms 

of open-source software must comply with the following criteria 

Free Redistribution No restriction on the re-distribution of the software whether as a whole or in 

part. 

Source Code The program must include source code, and must allow distribution in 
source code as well as compiled form. 

Derived Works The license must allow modiications and derived works, and must allow them to be distributed under the same terms as the license of the originalsoftware. 

3. Excerpt courtesy Free Software Foundation. This keytext 1s available at www.gnu.org/philosophy/fhee-sw, hi 
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Integrity of the 

Author's Source Code itions 
The integrity of the author'source code must be maintained. Any additi, 

the 
modifications should carry a different name or version number fron1 ths original software. 

The license must not discriminate against any person or group of persons
No Discrimination 
Against Persons or Groups 

No Discrimination The license must not restrict anyone from making use of the program in a Against Fields of Endeavor specific field of endeavor. For exanmple, it may not restrict the program from being used in a business, or from being used tor genetic research. 
Distribution of License The rights attached to the program must apply to all to whom the program is redistributed. 

There must not be any restriction on the rights attached to the program, ie., there should not be a condition on the progranm's being part of a particular software distribution. 

License must not be 
Specific toa Product 

The License must not The license must not place restrictions on other software that is distributed along with the licensed software. For example, the license must not insist that all other programs distributed on the same medium must be 
open-source software. 

Restrict other Softwvare 

Licence must be No provision of the license may be predicated on any individual technology or style of interface. Technology Neutral 

NOTE 
A software which is free as well as open belongs to 
category FOSS (Free and Open Source Software). 

The terms Free and Open represent a 

differing emphasis on importance of 

freedom free software) or technicol 
progress (open source software). 16.3.3 Definitions 

After understanding the diference between the terms free and open, let us now proceed to our 
discússion on terminology and definitions pertaining to open source software. 

OSS and OSS refers to open source software, which refers to software whose source code 
available to customers and it can be modified and redistributed without any limitation 
An OSS may come free of cost or with a payment of nominal charges that its developes 
may charge in the name ot development, support of software. 
FLOSS refers to Free Libre and Open Source Software or to Free Livre and Open S Software. The term FLOSS is used to refer to a software which is both free softwan as we as open source software. Here the words libre (a Spanish word) and livre (a l'ortugue word) mean freedom. 

FLOSS 

GNU" refers to GNU's Not Unix. GNU 
project was initiated by Richard M. Stallman with an objective to create an oper ating 
system. With time, GNU project expanded and now it is not limited to on 
operating system. Now, it offers a wide range of software, including applications " 
from operating system. 

GNU 
roject enmphasizes on freedom. The GNO 

an 

art 

VISA 4. GNU is recrusive acronym for GNU's Not Unix. A recursive acronym is the one that uses its abbreviation in full fomm e.g is also recursive acronym - VISA International Service Association. 



ESE is Free Software Foundation. FSF is a non-profit organization created for the purpose 

of supporting free software movement. Richard Stallman founded FSF in 1985 to support 
GNU project and GNU licences. Now a days, it also works on legal and structural 
issues for the tree software community. 
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OSI is Open Source Initiative. It is an organization dedicated to cause of promoting open 
source software. Bruce Perens and Erics Raymond were the founders of OSI, that was 
founded in February 1998. 
OSI specifies the criteria for open source software and properly defines the terms and specifications of open source software. Open source doesn't just mean access to the source code. The distribution terms of open 
source software must comply with the Open Source Definition by OSI. 

OSI 

The term freeware is generally used for software, which is available free of cost and which allows copying and further distribution, but not modification and whose source code is not available. Freeware should not be mistaken for open software or for free software. Freeware is distributed in binary form (ready to run) without any licensing fee. In some instances the right to use the software is limited to certain types of users, for instance, for private and non-commercial purposes. One example is Microsoft Internet Explorer, which is made available as freeware. 

Freeuare 

W3C is acronym for World Wide Web Consortium. W3C is responsible for producing the 
software standards for world wide web. The w3C was created in October 1994, to lead 
the world wide web to its full potential by developing common protocols that promote 
its evolution and ensure its interoperability. 
The World Wide Web Consortium (W3C) describes itself as follows: 

W3C 

The World Wide Web Consortium exists to realize the full potential of the Web. 

The W3C is an industry consortium that seeks to promote standards for the evolution of the 
Web and interoperability between WWW products by producing specifications and reference 
software. Although industrial members fund W3C, it is vendor-neutral, and its products are 

freely available to all. 

Proprietary softuware is the software that is neither open nor freely available. ts use is 

regulated and further distribution and modification is either forbidden or requires 

special permission by the supplier or vendor. Source code of proprietary software is 

normally not available. 

Proprietary 
Software 

Shareware is software, which is made available With the right to redistribute copies, but 

it is stipulated that if one intends to use the sortware, often after a certain period of Shareware 

time, then a license fee should be paid. 

Shareware is not the same thing as jree ana opn source sOftware (FOSS) for truo main 

reasons :() the source code is not avalldDie aa, u) mOaications to the software are 

The objective of shareware is to make the software available to try foar 

possible. This is done in order to increase prospective users' will t 

not allowed. 
1ake the software available to try for as many users as 

The software is distributed in binary form and often includes a hsile Py Tor the softwar 

are whose distribution terms ensure that all copies of ame distribution terms. This means, for instance, ers to add additional requirements to ole. This shields the program, and its of makinga program proprietary. 

nality after a trial period ot usualy one to three months 
which usually limits functionality 

after a trial period of usuall 

Copylefted 
software is free software 

whose distribution tern 

all versions carry 
more or less the same distribution termo 

that copyleft 
licenses 

generally 
disallow oth 

the software) 
and require making source 

code availablo 

modified 
versions, 

from 
some of the common ways c 

Copylefted 
Software 
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16.3.4 Licenses and Domains ot Open Source Technoloqgy 

As per n Soure Initiaive, "Op*1 source lceuses are licenses that conply with the e Definiti t briet they alloo softoare to be freely used, modified, and shared" 

Oen-sourer liuvnses make it casy tor othmrs to contribute to a project without havine ial ermission. It also protects you as the original creator, making sure you at least get so ndit tor vour ontributions. It also helps to prevent others from claiming your work as their o. 

O en Source 

seek 
me 

Broadly used open source licences are being given below for your reference 
wn. 

1. GNU General Public License (GPL) 

The GNU General Public Licence (GPL) is probably one of the most commonly used licenses for open-source projects. The GPL grants and guaranteesa wide range of rights to developers who work on open-source projects. Basically, it allows users to legally copy, distribute and modit software. This means, with GPL, a user can 
Copy the software Copy the software as many times as needed. There's no limit to the number of copies one can make. 

Distribute the software 
however you want 

There is no restriction of distribution methods and styles - can be in 
copied form or printed form or web-link form. 

Charge a fee to 
distribute the software 

After modifying the software, you can even charge for your software 
explaining why you are charging them but the software should still 
be under GNU GPL 

Make whatever 
modifications to the 
software you want 

You are free to make any kind of modifications to the GNU GPL 
software. The only catch is that the other project must also be released 
under the GPL. 

2. GNU Lesser General Public License (LGPL) 

There is another GNU license: the Lesser General Public Licence (LGPL). It offers lesser rights 
to a work than the standard GPL licence. The LGPL is used to license free software so that it can 

be incorporated into both free software and proprietary software. The LGPL and GPL licenses 

differ with one major exception; with LGPL the requirement that you have to release sottsar 

extensions in open GPL has been removed. 

Mostly, LGPL is used by libraries. LGPL is also called GNU libraries and formally calle th 

Library GPL 
3. BSD License ons 

BSD licenses represent a family of permissive free software licenses that have fewer rest 

on distribution compared to other free software licenses such as the GNU Geeral Purie 

There are two important versions of BSD Iicence: 
imited 

The New BSD License ("3-clause license") allows u 
cOpyright notioes 

and 

the New BSD Licensel 
redistribution for any purpose as long as itsC 

the license's disclaimers of warranty are maini Modified BSD License 
intained. The 

also contains a clause restricting use of the names of conu 

for endorsement of a derived work without specific pern 
ission 

the Simplified BSD License The Simplified BSD license is different from New 
BSD License 

ause. 

FreeBSD License 
the sense that the latter omits the 

non-endorsement clau 
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4. MIT License 

The MIT License is the shor ortest and probably broadest of all the popular open-source licenses. 

Its terms are very loose and more permissive than most other licenses. 

The basic provisions of the license are : 

You can use, copy and moairy the sottware however you want. No one can prevent you 

from using it on any project, from copying it however many times you want and in what-

ever format you like, or from changing it however you want. 

Vau can give the software away for tree or sell it. You have no restrictions on how to 
distribute it. 

NOTE The only restriction is that it be accompanied by the 
license agreement. lt basically says that anyone can do 

whatever they want with the licensed material, as long 
as it's accompanied by the licernse. 

The MIT License is the least 

restrictive open source license. 

5. Apache License 

The Apache License, grants a number of rights to users. These rights can be applied to both 

copyrights and patents. The Apache License offers: 

Rights are perpetual Once granted, you can continue to use them forever. 

Rights are worldwide If the rights are granted in one country, then they're granted in all 

Countries. 

Rights are granted for no 

fee or royalty. 

There is up-front usage fee, no per-usage fee or any other basis 

either. 

Rights are non-exclusive. You are not the sole-licensee; other can also use the licensed work. 

Rights are irrevocable No one can take these rights away once they're granted. 

Redistributing code requires giving proper credit to contributors to the code and the same 

license (Apache) would remain with the software extension. 

Public Domain Software vs. Proprietary Sottware 

Public-domain softrware is free and can be used without restrictions. The term public-domain software 
is often used incorrectly to include freeware, free software that 1s nevertheless copyrighted. Public 

domain software is, by its very 

nature, outside the scope of 

copyright and licensing. 

free software 

proprietary software 
public domain software 

(with source) 
On the contrary, there is 

Proprietary software, which is 

neither free nor available for 

software under lax 

public domain software 
(without source) 

permissive license 

public. There is a proper license 

attached to it. User has to buy 

the licence in order to use it. 

copylefted software 

software under GPL 
shareware 

Consider the diagram (Fig. 16.1) 
originally made by Chao-Kuei 

that describes the categories of 

software. 

open source software free-download software 
Figre 16.1 Categorie and domains of software. 

and available under GNU GPL v2. 
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