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Unit 2 : Computational Thinking and Pogramming-1
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Periods
Marks .
Unit Name Theory  Practical
Unit No.
isati 10 10 10
Computer Systems and Organisation
l. O |
rogramming-1 45 80 60
2 m::;::._:::.: Thinking and Programming |
) 15 20 _
society, Law and Ethics
3. Society, Law N o )
Total
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Types of software: application, system, utility.

Memory units : bit, byte, MB, GB, TB, and PB. \ o
Boolean logic : OR, AND, NAND, NOR, XOR, NOT, truth tables, De Morgan’s laws, Logic circuits.
Number System : numbers in base 2, 8, 16, binary addition.

Encoding Schemes : ASCII, UTF8, UTF32, I1SCII and Unicode.

Concept of compiler and interpreter.

Operating System (OS) — need for an operating system, brief introduction to functions of OS, user inte

Concept of cloud computing and cloud services (SaaS, laasS, PaaS),
technology.

rface.

cloud (public/private), Blockchain

(80 Theory + ractica
Introduction to Problem solving : Problem solvin
representation of algorithm using flowchart an
Decomposition — concept, need for amno_:ﬁo&:m a problem, examples of problem solvin
decomposition,

g cycle — >5m_v\m5m a

problem, designing algorithms and
d pseudo-code,

g using

Familiarization with the basics

program (interactive and scr
string.

of Python pr

0gramming : a simple
ipt mode),

“hello world”
running it, and print

program, process of writing a
statements; sj

mple data-types: integer, float,

, Delimiters, Operators.

) plification of expression.
and method i if
ek explcitlyy $ to manipulate jt (concept of L-value and R-value even if not
Knowledge of data types ang , : ing i
< ypes perators : acceptin i i 1
operators and their precedence. PANG nput from the console, assignment statement, expressions,
Operators & types . Bi

Assignment Operators,

Execution of a program, errorg

Conditional statements : if
divisibility of a number,

— Syntax €rror, run-t
» if-else, if-eljf-



Notion of iteratin computation and control flowe : tor(range( ), len( ), while using flowcharts, suggested
calculation of simple and compound interests, tinding the factorial of a positive number etc.

I'raversal,
capitahze( ), title
isalph

programs :
Strings operations — concatenation, repetition, membership ; functions/methods len( )

;- . . I 5 : c -~ ,
) upper(), lower(), count( ), tfind( ), index( ), isalnum( ), islower( ), isupper( ), isspace( )

aC ), isdigit( ), split(), partition( ), strip(), Istrip(), rstrip( ), replace( ), String slicing.
Lists - Detinition, Cre

ation of
membe

rship; functions/metho
pop(), reverse( ), sort( )
mean ot numeric v
clements in a ljst,

Tzz;v[(':s‘.: Definition, Creation of a Tuple, Traversal of a tuple. Operations on a tuple — concatenation,
repetition, membership; functions/methods — len(), tuple(), count(), index(), sorted(), min(), max(), sum( );
Nested tuple ; Tuple slicing ; finding the minimum, maximum, mean of values stored in a tuple ; linear search
on a tuple of numbers, counting the frequency of elements in a tuple.
D.u‘t.zonary - Definition, Creation, Accessing elements of a dictionary, add an item, modify an item in a
dictionary; Traversal, functions/methods — len(), dict(), keys(), values(), items( ), get(), update( ), del(), del,
clear( ), fromkeys( ), OPY( ), pop( ), popitem( ), setdefault( ), max( ), min( ), count( ), sorted( ), copy( );
Suggested programs : count the number of times a character appears in a given string using a dictionary,
create a dictionary with names of employees, their salary and access them.
Sorting algorithm : bubble and insertion sort
Introduction to Pyt

module (random,

a list, Traversal of a list. Operations on a list — concatenation, repetition,
ds — len( ), list( ), append( ), extend( ), insert( ), count( ), index( ), remgve( )
»Min( ), max( ), sum( ); Lists Slicing ; Nested lists; finding the maximum, mimmum,'
alues stored in a list; linear search on list of numbers and counting the frequency of

; count the number of operations while sorting.

hon modules - Importing math module (pi, e, sqrt, ceil, floor, pow, fabs, sin, cos, tan); random
randint, randrange), statistics module (mean, median, mode).

Unit 3 : Society, Law and Ethics

<>
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(20 Theory)

Cyber safety : safely browsing the web, identity protection, confidentiality, social networks,

cyber trolls and
bullying.

Appropriate usage of social networks : spread of rumours, and common social n

etworking sites (Twitter,
LinkedIn, and Facebook) and specific usage rules.

Safely accessing web sites : adware, malware, viruses, trojans.
Safely communicating data : secure connections, eavesdropping, phishing and identity verification.

Intellectual property rights, plagiarism, digital rights management, and licensing (Creative Commons, GPL
and Apache), open source, open data, privacy.

Privacy laws, fraud; cyber-crime — phishing, illegal downloads, child pornography, scams; cyber forensics,
IT Act, 2000.

Technology and society : .
% Understanding of societal issues and cultural changes induced by technology.

% E-waste management : proper disposal of used electronic gadgets.

% Identity theft, unique ids and biometrics. |
% Gender and disability issues while teaching and using computers.
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LOMPUTER SYSTEM OVERVIEW

L1 Introduction

1.2 C
omputer Components and Basic Computer Organization

1.2.1 Computer Organisation 2
1.2.2 Input Unit 3

1.2.3 Output Unit 3

1.24

125

The CPU (Central Processing Unit) 4

4 The Memory [Main Memory/Primary Menory] 5
126 Cache Memory 6 ‘

1.2.7  The Storage Unit 7

1.2.8  The System Bus 8
1.3 Mobile System Organization
1.4 Types of Software

1.41  System Software 11

1.4.2  Application Software 12
1.4.3  Software Libraries 14

DATA REPRESENTATION

2.1 Introduction
2.2 Digital Number Systems
2.2.1  Decimal Number System (Base 10) 23
2.2.2  Binary Number System (Base 2) 24
2.2.3  Octal Number System (Base 8) 25
2.2.4  Hexadecimal Number System (Base 16) 26
2.3 Number Conversions
2.3.1  Decimal-to-Binary Conversion 27
2.3.2  Binary-to-Decimal Conversion 29
2.3.3  Decimal-to-Octal Conversion 30
2.3.4  Octal-to-Decimal Conversion 30
2.3.5  Octal-to-Binary Conversion 30
2.3.6  Binary-to-Octal Conversion 3
23.7  Decimal-to Hex Conversion 31
2.3.8 Hex-to-Decimal Conversion 3
2.3.9  Binary-to-Hex Conversion 3
2.3.10 Hex to Binary Conversion 3
2.4 Binary Addition
25 Character/String Representation
2.5.1 ASCII Code 306
2.5.2 ISCHl Code 3/
2.5.3  Unicode 35

N
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Contents

23
23

26

34
36
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BOOLEAN Logic

51 - 84
C w. >
I Deve lopment of Boolean Logic

"
MM __kwﬁ_,:..s,...«\ Valued Quantities "
. gical Operations X
.,ﬂ,_: Logical Function or ( ompound Statement 52 )
3.3.2 Logical Operators 53 h
333 Eoaluation of Boolean Expressions using Truth Table 5
3.4 Basic Logic Gates
341 Inverter (NOT Gate) 59
342 OR Gate 59
343 AND gate 60
3.5 Basic Postulates of Boolean Logic
3.6 Principle of Duality °l
3.7 Basic theorems of Boolean Algebra/Logic %
3.7.1  Properties of 0 and 1 0. 0
3.7.2  Indempotence Law 63
3.7.3  Involution 63
3.7.4  Complementarity Law ©.
3.7.5 Commutative Law 64
3.7.6  Associative Law 64
3.7.7  Distributive Law 65
3.7.8  Absorption Law 66
3.7.9  Some Other Rules of Boolean Logic Algebra 06
3.8 DeMorgan’s Theorems
3.8.1 DeMorgan’s First Theorem 07
3.8.2  DeMorgan’s Second Theorem 68
3.9 More about Logic Gates
3.9.1 NOR Gate 71
3.9.2 NAND Gate 72
3.9.3  XOR Gate (Exclusive OR Gate) 72
3.9.4 XNOR Gate (Exclusive NOR gate) 73

3.10 Logic Circuits

\% INSIGHT INTO PROGRAM EXECUTION
85 _ 108 4.1 _:Q.oa:naos - ,
4.2 Basic Flow of Compilation 8
4.3 Understanding Translation Process 80
4.3.1  The Compilation Process 50
4.3.2  The Interpretation Process 88
39

4.4 Role of an Operating System in Running a Program
4,5 Cloud Computing #"
4.5.1  Cloud Services 95
4.5.2  Types of Clouds 96 o
4.6 Blockchain Technology

4.6.1  Blockchain Technology Keyterms 98

4.6,2  How Blockchain Technology Works 98
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INI‘RODUCTION TO PROBLEM §

()¢ 138 5.1 Ity i o
oduction
5.2 Problem solving Cycle
. l)::i.t;mnl’ruvam.Solz'inS using Decomposition 111
g Algorithms
5.3.1 Flowcharts 115
5.3.2 Pseudocod, 120
;;2 \éerlfyi”S an Algorithm 121
. omparing Algorithms 123
O

GETTING STARTED WITH PYTHON
39 - 158 6.1 Introductiop

6.2 Python - Plyges
6.3 Python_s;ome Mi

nuses (So Hy ;
6.4 Working in Pytho ( man Like)

n

2i; ‘xz:’;ll:;g i.n Default CPython Distribution 141
643 Wi 8(:”11d]lépyfcr. Notebook and Spyder IDE 145

. UnderstandinggFirst pompzlmg Pyth-on Program with Command Line in Linux 151

rogram/Script
7 PYTHON FUNDAMENTALS
159 — 202 7.1 Introduction

7.2 Python Character Set

7.3 Tokens
7.3.1  Keywords 161
7.3.2  Identifiers (Names) 161
7.3.3  Literals / Values 161
7.3.4  Operators 168
7.3.5  Punctuators 169

7.4 Barebones of a Python Program
7.5 Variables and Assignments

7.5.1
7.5.2
7.53
7.54

Creating a Variable 174
Multiple Assignments 177
Variable Definition 178
Dynamic Typing 179

7.6 Simple Inputand Output

7.6.1  Reading Numbers 181
7.6.2  Output Through print() Function 134
8 DATA HANDLING
203 - 270 8.1 Introduction

8.2 DataTypes

8.2.1
8.2.2
8.2.3
824
8.2.5

Numbers 204
Strings 207

Lists and Tuples 209
Sets 210
Dictionary 210

Xl

109
110

114

139
139
140
141

152

159
160
160

170
174

180

203
203
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8.3 Mutable and Immutable Types

Variable Internals 214

8.4 Operators

8541
842
843
S4d
845
3.4.6

Arithmetie Operators 210
Relational Operators 219
ldentity Operators 222
Logical Operators 225
Bitwise Operators 228
Operator Precedence 230

8.5 Expressions

8.5.1
8.5.2

Evaluating Expressions 235

Type Casting 239

8.6 Introduction to Python Standard Library Modules

3.6.1
8.6.2
8.6.3

Working with Math Module of Python 241
Using random Module 244
Using the statistics Module 246

8.7 Debugging

8.7.1
8.7.2

Errors in a Program 247
Debugging using Code Tracing 249

9 FLOW OF CONTROL

271 - 334 9.1 Introduction
9.2 Types of Statements in Python
9.3 Statement Flow Control
9.4 The If Statements of Python

9.4.1
942
9.4.3
9.44

The if Statemment 274

The if - else Statement 276
The if - elif Statement 279
The nested if Statement 281

9.5 Repetition of Tasks - A Necessity
9.6 Therange() Function
9.7 Iteration/Looping Statements

9.7.1  The for Loop 289
9.7.2 The while Loop 292
9.7.3  Loop else Statement_296
9.7.4  Jump Statements — break and continue 296
9.7.5  Loop else Statement 300
9.7.6  Nested Loops 304
10 STRING MANIPULATION
335 - 364 10.1 Introduction

10.2 Traversing a String
10.3  String Operators
10.3.1  Basic Operators 337

10.3.2

Membership Operators 339

10.3.3  Comparison Operators 340
10.4 String Slices
10.5 String Functions and Methods

Xiv
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247

271
27
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274

285
287
289

342
345



11

369 116

2

417 - 446

13

447 - 494

LIST MA NIPULATION

11 Introduc

and Accessing Lists
Creating Lists 370
Accessing Lists 372

Joining Lists 376
Repeating or Replicating Lists 375
Slicing the Lists 378

Making Trye Copy of a List
List Functiong and Methods

Two Dimensional Lists 390

Working with Lists (List Manipulation)

Appending Elements to q List 392
Inserting an Element in o List 393
Modtﬁ/ing/Updatiug Elements to a List 394

Deleting an Element from a List 394
Sorting a List 397

tion
1.2 Creating
11.2.1
11.2.2
1.3 List Operations
11.3.1
11.3.2
11.3.3
114
115
11.6 Nesteq Lists
11.6.1
11.7
11.7.1
11.7.2
11.7.3
11.7.4
11.7.5
TuUPLES

12.1 Introduction

12.2 Creatingand Accessing Tuples

12.2.1
12.2.2

Creating Tuples 418
Accessing Tuples 420

12.3 Tuple Operations

12.3.1
125832

Joining Tuples 424
Slicing the Tuples 425

12.4 Tuple Functions and Methods
12.5 Indirectly Modifying Tuples
12.6 Nested Tuples

12.6.1
12.6.2

DICTIONARIES

Accessing Individual Elements of Inner Tuple 434
Functions for Nested Tuples 435

13.1 Introduction
13.2 Dictionary - Key: Value Pairs

13.2.1
13.2.2
13.2.3
13.3 Working
13.3.1
13.3.2
13.3.3
13.3.4
13.3.5
13.3.6
13.3.7

Creating a Dictionary 448

Accessing Elements of a Dictionary 449

Characteristics of a Dictionary 452

with Dictionaries

Multiple Ways of Creating Dictionaries 454

Adding Elements to Dictionary 456

Updating/Modifying Existing Elements in a Dictionary 457
Deleting Elements from a Dictionary 458

Checking for Existence of a Key 459

Pretty Printing a Dictionary 460

Counting Frequency of Elements in a list using Dictionary 461
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381
383
389
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13.4.1
13.4.2
13.4.3
[3.4.4
13.4.5
13.4.0
13.4.7
13.4.8

Functions and Methods

Get Length of the Dictionary — the fen( ) Function 4,

é&N

\.M..A....,,._i_:./. Items, Keys and Valyes - 8etC), items( ), keys( ), vatye

ﬁ. reating Dictionary from keys — the fromkeys( ) Method .\A‘i 50 Methods 4,
Extend/Update Dictionary with new key:value Pairs - update( ) apef o
Making Shallow Copy of a Dictionary 468 “
Deleting Elements from Dictionary - clear( ), pop(), popite
Get Sorted List of Keys — the sorted( ) Function 475

Calculating Maximum, Minimum and Sum — max( ), min( ) and sy, J F
Unction,

fauly( ) Methg.

H
m() and o 71

1 4 UNDERSTANDING SORTING

495 - 510 14.1 Introduction
142" Whatis Sorting ? 495
14.3 Bubble Sort 496

14.4 Insertion Sort

15 CYBER SAFETY
5

530 15.1 Introduction
15.2° Whatis Cyber Safety ?
15.3 Safely Browsing The Web

49
501

511
S
512

16

15.4 Identity Protection While Using Internet

15.5

15.6

15.7
15.8
15.9
15.10

16.1

15.4.1 Many Ways Websites Track you 512
15.4.2 Private Browsing and Anonymous Browsing 514
Confidentiality of Information
15.5.1 Practices to Ensure Confidentiality of Information 514
Cybercrime
15.6.1 Cyber Trolls and Bullying 517
15.6.2 Cyber Bullying 517
15.6.3 Cyber Stalking 517
15.6.4 Spreading Rumours Online 518
15.6.5 Online Fraud 518
15.6.6 Information Theft 518
15.6.7 Scams 519
15.6.8 lllegal Downloads 520
15.6.9 Child Pornography 520
15.6.10 Reporting Cybercrime 520
Computer Forensics
Cyber Law and IT Act
Common Social Networking Sites
Appropriate Usage of Social Networks
15.10.1 What You Should Know ? 523
15.10.2 Social Media Etiquettes (Usage Rules) 524

ONLINE ACCESS AND COMPUTER SECURITY

Introduction

16.2 Threats to Computer Security

)

16.2.1  Computer Viruses, Worms and Trojan Horses 53
16.2.2  Spyware 532

X0l

512

514

517

521
521
522
523

531
531



10,23 Adware
lo.2.4 Spannimyg 533
o255 PC Iitrusion 53
l'.u‘r\'(im;')'nr‘\' RE
To.27 Phishing and Pharming 534
10.3 Solutions to Computer Security Threats
10.3.1  Solutions to Viruses, Adware and Spyware 535
16.3.2 Solutions to Spam, Eavesdropping 536
16.3.3  Solutions to PC Intrusion 537
16.3.4  Solutions to Phishing and Pharming Attack 538

16.4 Firewall - An Important Solution for Computer Security

|7 SOCIETY, LAW AND ETHICS
= _ 568 17.1 Introduction
’ 17.2  Ethical Issues
17.2.1 Intellectual Property Rights 545
17.2.2 Digital Property Rights 548
17.3 Open Source Philosophy and Software Licences
17.3.1 Terminology 549
17.3.2 Philosophy of Open Source 550
17.3.3 Definitions 551
17.3.4 Licenses and Domains of Open Source Technology 552
17.4 Technology and Society
17.4.1 Economic Benefits 554
17.5 e-Waste Management
17.5.1 e-Waste Disposal Process 555
17.5.2 Benefits of e-Waste Recycling 556
17.6 Gender Issues while Teaching/Using Computers
17.6.1 Gender Issues 556
17.7 Disability Issues while Teaching and using Computers
A PPENDICES
69 - 574 Appendix A: Installing Python

Appendix B: Arguments to print Function
Appendix C: Formatted Output using String format( )

ANSWERS TO OBJECTIVE TYPE QUESTIONS (0TQs)

(i) = (vi)

XUl

535

539

545
545

549

554

555

556

558

569
572
573
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