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Introduction

imagined some decades ago. Today, you can listen to
news or play your favourite music without getting up
from your place, by just giving spoken instructions, Based
on your preferences or search history, your online
shopping store recommends products for you and you are
*urprised with their thoughtful matching choices, no ? All

this and much more, is possible because of modern age
technologies.

In this chapter, we shall talk about some recent trends in
“mputing and information technology. So, let us begin.
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10.2  Artificial Intelligence

Artificial Intelligence (Al) basically refers to the ability of a machine or a computer Prog

. S et L i - PTRTam
think and leamn. In simple words, field of Al revolves around Dringing out technoloyi,.
help build machines that can think, act, and learn like humans.

5 thy
An Al based program and technology should bring out these things :
© Firstly, it should be able to mimic human thought process and behaviore.g., leaming ¢,.
mistakes, catching up with new ideas, learning new things from new exposure, p,.
! , past

experiences (this ability is called heuristics.) etc.

& Secondly, it should act in a human-like way —intelligent, NOTE

rational, and ethical, 1.e., it should be able to take right

- . . Field of Al revol
decisions in ethical ways. =

bringing Out technologies g
Thus, modern Al machines are designed and programmed to : heip build machines that cz
¢ work with minimum human intervention. - .
& create and update knowledge base, which keeps updating.
© having heuristic abilities (i.e., to learn from past mistakes, decisions and outcomes).
Most famous example of Al today is social humanoid robot Sophia, who has been awarde
citizenship of Saudi Arabia.

Other common examples of Al today are :

] i ARTIFICIAL INTELLIGENCE
& Siri or Alexa — the personal assistants that have already « - ’
become the new normal for thousands of people around Artificial Intelligence A
the globe refers to the ability of 2 machine
B . or a computer program to think
& smart home devices like Google’s NEST, B L )

& self-driving cars like those produced by Tesla,

& online games like Alien : [solation.
It is predicted that in coming 5 to 10 years Al will grow tremendously. Al based machines
would outperform humans in tasks such as translating languages, writing school essays,
driving trucks etc. However, more complicated tasks like operating in place of a surgeon ot comng
out with heart-touching emotional books or bestsellers etc. will take machines much more time ©
learn. Al is expected to master these skills in coming decades.

Let us now talk about various Al based technological trends.

0.2.1 Immersive Experience with Extended Reality (XR)
Extended Reality (XR) is an umbrella term that covers all of the various technologies u:at
enhance our senses and gives us immersive experience. It includes technologies Virtuai RL‘""-‘J
(VR), Augmented Reality (AR) and Mixed Reality (MR) technologies. Let us learn about thes¢
technologies.

10.2.1A  Virtual Reality (VR)
You must have seen 3D movies. Don’t vou feel that everything is happening in front
everything is real. For example, if in a 3D movie, a shot has train coming fast straight un
chances are that you may scream as it will feel real to vou. Here things appear ™
everything is pre-scripted and pre-shot, you cannot alter things interactively.

O'; you
to you
al bt

>
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Reahty is the next Jevel of this. Herpe a
yirtual

dences 4 real world like environment

user VIRTUAL REALITY
IN a virtual e
vironm(fnl with the help of some digital ecquipment but

e can change the Took and feel of it intvrm’tivvly too.

Virtual Reality (VR) is a tech-
nology that allows people to experience
and interact with own senses in a 3D

4 _ | roal; ) - ) virtual environment that appears and
ease note that tor virtaal reality a 3D virtual environ- feels like a real environment with the

R is simulated which is generated and reproduced by use of an electronic equipment.

. CPU of a spee ially designed VR device, 2

L irtual Reality makes it possible tor users to interact with a virtual environment with multiple
genses (as many scnses as possible), including sioli, hearing, touch, and sometimes even snell
od taste. This is called sensory synchronicity.

VR experience 15 made possible generally with devices like : VR headset or helmet, instrumented
nd sensory VR glove(s) and instrumented and sensory VR bodysuit.

* Consider some examples of virtual reality : ing Ski Race. But you live in a place
% You are Ski player and want to participate in coming he;e ou can practice. A company
where there is not enough snow and mc_1tCh.lng te”‘alti wan d ;lou get ample practice.
In your city helps you practice this with its VR setup

P oo RN RSP

_ , ight and
% Modern military training camps enable real figh T

. . NSt t.
combat situations through VR environmen

i lar
i : i aero- Common VR devices popu
oP - .. flying of the . :
& ~ LIt Jgarit and Prachce .y & today are Oculus‘let, HTC Vive,
plane, through VR environments. Gear VR, PlayStation VR etc.
a Many more such applications.
e
w7 1n
g A . NTED REALITY
/qu(:med Reality (AR) *? You poeret (AR) is a
‘ g o0 ealit is
fave you heard of the mobile game ‘Pokemon r? on your “ ThT Aufr'::'::::sf?)rms Zhe view of
Simp), . ; ame ¢ ope . technology ,
lPb’ walk around with the game IPP( nE)-wrb}’ which ohysical real-world environment with
f “ 3 4 ¢ > « ’
e, which will buzz when Pokémon ar But have superimposed ComPU‘e"generat.ed
( ) v g . .
YU Can cateny using the Pokénon Go game app- 7 ipted, images, thus changing the perception
You wond » Pokémon (virtual, scrip e .
nim . dered -~ how come the Po undings ? of reality.
aion ¢}

. 0
our surr
\aracters) are nearby in'y
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aupmented reality wherein the

Well, the answer to this 1s |
in the torm of ’okemon,

compuler gcncr.xh‘d 2D imagen

on vour real w orld.

« 2 new age technology that expands

our physical real world by adding laycrs of digltal

iermation onto it e, by adding digitally generated
on it and thus transforms our

1S ~\z§\‘1‘impnsv\’.

\ugmented reahiiv

IMmages miormaton ete,,
view ot our surroundings.

\iany modern devices already support Augmented reality
~ Jigital devices that can support Sensors, cameras,
accelerometer, gyroscope, digital compass, GPs, CPU,

projected displays etc.

lity vs. Virtual Reality

D

ed Rea
While both augmented reality and virtual reality alter our
imposes the generated imagery and information on our existing physical world and what we
view is a mix of real world and the digitally generated imagery/information. Virtual reality, on

the other hand, replaces the physical world around us with a virtual world altogether.

view, augmented reality super-

Table 10.1 Augmented Reality (AR) vs Virtual Reality (VR)

Augmented Readlity (AR) Virtual Reality (VR) j
Augmented reality is a mix of the real world | Virtual reality creates an entire virtual world.
and the virtual world.
It lets people interact with both worlds and | In this case, it is hard to differentiate between

| distinguish clearly between both. what is real and what is not real.
This is generally achieved by holding a This is generally achieved by wearing a
“smartphone in front of you. helmet of goggles. ' ]
A e
NOTE

Following Fig. 10.1 describes the difference
hetween AR and VR. In Virtual reality, your screen becomes your world
while in Augmented reality, the world is your screen.

The World becomes your screen

2505 V';_uT\,—\
F ¢

\ 75% Real/ ™
A

R firti sl road .
/1 Vinua) rea l', % an -“‘"“Ju”y created AR Auqime y ! tare
world with the hein of vi ‘ ynanted reahty refers to the
de ' 2 Naeip ol viLua y ¢ .
elements | | and virtua! enhanced form of real-world images

Virtial ras et
Virtual reality completely blocks the existing
aabity - votl ) ¢ C r

reality - you see a fichonal universe created

with the help of specialized hardware

Auqgmented reality includes our existing
realty-only with new elements hints,
graphics or characters
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combined technology that makes use of both Augmented Reality (AR) as well as Virtual

Reality (VR) 15 called Mixed Reality (MR).

(ML)

Machine Learning is a sub-area of artificial intelligence,
which refers to the ability of computers to independently
find solutions to problems by recognizing patterns in
databases using statistical techniques. Machine Learning
enables computers to recognize patterns on the basis of
specific algorithms called models and data sets and to develop
adequate solution concepts. Therefore, in Machine Learning,
artificial knowledge is generated on the basis of experience.

How ML works ¢

B el

i di LB

In a way, Machine Learning works in a similar way to
human learning. For example, if a child is shown images
with specific objects on them, they can learn to identify and
differentiate between them. Machine Learning works in the
same way: Through specific data input (training and testing
data), specific algorithms and certain commands (models),
the computer is enabled to “learn” (i.e., trained) to identify
certain patterns and to distinguish between them. With
repeated such trainings and feedback, the systems evolve
and learn to make predictions.

Following figure lists some common application

Political Predictive policing
campaigns )
Optical character . PREDPOL
recognition
O12D45L7§9 VOTE
12:7902%)
fit?i §0Yg \ |
| <G & {
738 2;59 ~ \ [

By e - )
gL Btani: Machine Learning

0
200gle Now = 3 . i
Microsoft Cortana ’ - Applications ,
Aople Sir, ete. ,\ = N
v r
z / |
m i q Go: gle Ads
R ‘.-1 Advertising and
ecommendation : pusiness intelligence
engines Filtering
algorithms/news
feeds

MACHINE LEARNING

¢ Machine Learning is an

application of artificial intelligence
(Al) that provides systems the
ability to automatically learn and
improve from experience without
being explicitly programmed, after
initial trainings using test and
training data and algorithms.

9”
Li%s
Pl
P ~
%] =
m E
. ~. Predicts
Machine ~
learning e I
!
Improves

s of Machine Learning :

Surveillance
systems

Autonomous
("self-driving”)
vehicles
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ML applications learn tfrom experience (well data) like humans without direct

o Programmiy
When exposed to new data, these applications learn, grow, change, and develop

by themSElVes‘

without bejy,
told where to look. Instead, they do this by leveraging algorithms that learn from data in 4,

In other words, with Machine Learning, computers find insightful information

iterative process.

Machine Learning has found applications in many areas of our lives such as face recognitioy
online campaigns, virtual personal assistants (like Siri, Alexa, Google Assistant, Cortana etc

)
online chatbots (virtual chat assistants) and many more.

Natural Language Processing (NLP) NLP
NLP (Natural Language Processing) is a field in machine % wnip  (Natural Language
learning that helps computers understand, interpret and Processing) is an antificiall,
manipulate human language and even potentially generate intelligent technology that heips

computers understand, interpret
and manipulate human language

A few examples of NLP that you use every day directly or and even potentially generate
indirectly through computers, are : human language. =
< Spell check

¢ Autocomplete

human language.

< Voice text messaging (Speech-to-text)

© Audio output by computers/voice assistants (text-to speech)

< Spam Mail Filter

¢ Information Extraction (e.g., Gmail structures calendar events from emails)

¢ Information Retrieval (Related keywords on search engines)

< Machine Translation (e.g., Google Translate translates text from one language to another)
<> Sentiment Analysis (e.g., Hater News give the sentiment of the user)

<> Question/Answering (Siri, Alexa, Cortana or Google Assistant).

In any case, the computer is able to identify the appropriate word, phrase, or response by usin:

Y fe e OT rd
context clues, the same way that any human would. Conceptually, it's a fairly straighttorwa

5 } INO ;j‘l"‘_
S — - -
Information retrieval | | Sentiment analysis Information extraction
! [~ " e Q °
= \ 1.5 e ®
Machine translation Question answering

|
And many more
|

c
riqure * Natural Languaqe Piocersing fprlications,
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ics RoBoTs
Robot J
10.3 / 1 2 e | | Rob
hotics 18 @ branch of technology that deals with physical ety Dreummmable
R% .. Robots are programmable machines that 4 matf.hmesfthatareusually “iory
o ots. o S - N N re out a series of actions autonomousl
ysually able to carry out a series of actions autonomously or semi-autonomously ’
) de, D < - :
or «emi-autonomously. Robots : 7
nteract with the physical world via seprcnr
o interact W _ Sensors and actuators, the devi
ith tt evice
the robot joints. ’ s that actually move

o are programmable.
& are usually autonomous or semi-autonomouys,

Most robots are mechanical and mainly carry out repetitive tasks. But there is

a branch of robotics which helps create artificially intelligent robots, which
can think and act like humans.

These days robots are being used in many different and diverse fields such as aerospace

(e.g, Mars Rover, which is stil] collecting images and samples from Mars’ surface and
Robonaut); household chores (e. 8. house cleaning robots) ; disaster
management (¢.g., Japan’s Packbot, which inspected damage at the
Fukushima Daiichi nuclear power station); unmanned aerial vehicles
called Drones, which are used for a variety of purposes (filming,
videography, journalism, delivery or shipping these days); industry
(e.8., Amazon’s warehouse robots); Humanoids, the Al based robots
which look and act like humans (e.g., Honda’s Asimo, Sophia, the
robot etc.) ; to counter physical disabilities (e.., exoskeleton ) and

many other fields such as education, entertainment and so forth.
*—_
NOTE Robotics is a branch of technology that deals with physical robots.

104 Big Data

————

What all can you do in a minute ? Write a paragraph; scribble a small email, count till a number
énd so on. So, the kind of work you can do and data you generate in a minute is easily
COuntable. Now, asking the question again — how much woxjk is done on the I.ntemet and 119\\-
Much data s generated in one minute? As you agree that in one Internet minute, the online
éctivity of billions of people globally takes place and hence
.ﬂlions and trillions of data bytes are generated. Can you
Mmagine that in one Internet minute, about 188 millions of

Bi1G DATA

“ Big data is a term used to describe
extremely large data sets that

"y ore sent and Google processes about 3.8 million traditional database applications
:;arch queries ? In short, in one Internet minute, qumnlho]ns canrit dusl Wih, .
data bytes are generated and exchanged over the
ternet,
“ - ~ - Y 2 C M
hen such humungous amounts of data are generated, itis O TE

ter .
Med as big-data.

iIn one Internet  minute
guintillions of data bytes are
generated and exchanged over
the internet.

i . ¥y > J - )
gdata 1S a term used to describe oxtr('m(’ly ]arb( dfﬂd h[;lt
Dat raditiona] database applications cannot deal V\tlth' l};
a maj ly sfer to the size anc
Inly was used as a term to refe

Om :
Plexity of data sets.
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Following intographic gives you idea about how much data was generated in one interney
minute m vears 2018 and 2019 respectively.

20 1 8 This Is What Happens In An 20 1 9 This Is What Happens In A,
Internet Minute Internet Minute

facsbook

Source : @LoriLewis
@OfficiallyChadd

Figure 10.3 Data generated in one Internet minute in two different years.

Big data’s unstructured nature makes it difficult to analyse the data. Conventional databases
are not suited to storing big data because they require the data to conform to a row and column
structure. Furthermore, conventional databases do not scale well across multiple servers
Examples of big data include social media posts, communication over the Internet, continuots"
monitored banking interactions, data from surveillance systems and many others.

<
D

1 Characteristics of Big Data
Characteristics of Big data sets are often defined in terms of :

(1) Volume. It refers to the enormous amount of data generated. There is too much Jatd i
it all to fit in a conventional database & DBMS on a conventional hard drive or eve -

server. Data has to be stored over multiple servers, each of which is composed of ma™
hard drives.

1) Vartety. It refers to the number of types of data generated. With big data. along w ith .”*“'
traditional structured data types (text, number, currency, Boolean), social media 91
have to store a massive variety of unstructured data lypﬁs (photographs, videos, ikes
comments, messages, audio rvu)rdings ete).

(r1r)

Velocity. Veloaity i the measure of how fast data is coming in. It reters to the speed v

data processing as the rate of generation of data can be extremely high. Modern s0C1!
media sites must handle huge volumes of data every day. They must ingest 160
process it, file it, and be able to retrieve it. Data now arrives into servers continually and
inreal ime, and results are only useful if the delay in processing this data is very short
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) Veracity. Data "“m““.‘: 5 ”“‘_ degree of accuy
(18 oxt of big data, it’s not just the

v\-\\ﬂt
ustworthy the source, the tvpe,
many records that-are \-lllmb.lv to analyze and i
the overall results. Low veracity data, on the othe
meaningless data. I'he non-valuable in these data se

¢ 1 high veracity data set would be data from a n

Ol
. Value. Since there is huge cost involved In the st
must become valuable for an organisation. Big
Jnalvsed in a way so that it gets converted into s
real valuable Information.

¢ 2 Data Analytics

Data analvtics refers to discovering hidden p

Data Analytics Applications provide a means of analysing
these data sets and drawing conclusions to help
organisations make informed business decisions, such as
targeted marketing, better customer service or identifying
new business opportunities. Python also makes available a
library called Pandas using which you can apply various
data analytics methods and techniques over data sets.

Internet of Things (loT)

-

:
:
E

B9ng to do this @,

e 10T (Internet of Things) is a new age technology that
o ‘omputing devices (devices that can be progranmed
connect to Internet such as smart home appliances like
"igerators or smart air conditioners, a smart heart
fu’;"‘” ), 1o transfer data over a network like

ern
o

b Withou

Wy
ST
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. .
requiring human-to-human o1

Tey. . .
“tomputer interaction.
Ah:(!],,]! p

© ”t‘alth
Mo
Ty }r””r 'I('.H'l rate, blood I”-‘u.,x._(”‘t‘ e, and
Un]()r“
©
om . . -
< Secuﬂly. [here are many home

L‘n]l . ’
fa;; ?]lo Video surocillance, motion, temperalion and
iy ) .
Y and your home when vou're not around.

-

acy or truthfulpe
quality of the Jat
and Processing of the (
at contribute in a m
r hand, contains

) : . in many ficlds/are
l‘[”l( r,‘l’)"" Of l,)l “:(ln](,l()?zv can lj( f(’l”1(j 11 e )

' bt bone
and Fitness, 10T smart padgets like Tithit, /(,‘(4 A,
| take action accordimgives
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atety and cecurtly
air quality conlre
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S of a data set. In the
a that is important, but how

ata are. High veracity data has
eaningful way to
a high percentage of

ts is referred to as noise. An example
nedical experiment or trial.

orage and processing of big data, i
data must be stored, processed and
omething valuable and produces some

atterns, trends and preferences, from the data set
by employing specialised methods, programs, software and s

analvtics methods are applied to big data, it is called big data analytics.

pecialised systems. When data

DATA ANALYTICS

4 Data  analytics refers to

discovering hidden patterns, trends
and preferences, from the data set by
employing  specialised methods,
programs, software and specialised
systems. 99

You must have read stories like : “a person was able to monitor his home through his smartphone coen
while he himself was sitting in another country”; “scientists were able to monitor the progress of a whale
who was operated upon and a chip was inserted in her body”; “a car sensor alerted the car owner about
o qjy pressure in tires in time” and so on. All these are nothing but some examples of
épplications of IoT. But what is [oT? Have we discussed that already? No, in a moment, we are

INTERNET OF THINGS

é  The loT (Internet of Things) is a
new age technology that allows
computing devices to transfer data
over a network like Internet without
requiring human-to-human or
human-to-computer interaction v

as today, such as

Nike and NMisfit ete. that
has sending,

. v ) ) YClO1 (‘l\;.
ontacting appoeinted doct

devices for everyvone thaot

] to help vou protectvour
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> Transport. Driverless cars can ‘not only” drive on road without drive

touch with servers all time.
soon therr quantity in fridge goes below a set leve

surcallance, automated transportation, smarter energy

'
vl
{

for smart cities.

Shopping. There are smarl refrigerators nowadays that can orde

Smart Cities. The loT technology is main enabler of makin

an security and environmental monitoring etc., are examples of
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rs but g, can b,
n

1 for Brocery jte, ;
l. o

/ . ’ .
8 ‘Smart city”a reality, Smayy
management systems, water disfr,’b,,,m”

Internet of Things applicatyy,.

Wearables

Mobile
devices
Computing
(= ] Media
——— 5
Sman
meters Consumer
electronics s
Smart C® o /
energy -

=

Networking

Connected home Automotive

Industrial

Wireless
infrastructure

Medical

Figure 10.4 IoT (Internet of Things)

10.5.1 Web of Things (WoT)

The Web of Things (
objects, (i.c., the objects that contain embedded
connected the Web using existin
and technologies are develo
Sensor Networks, Ambient devices, smartphones
refriverators, smart watches etc.

devices,

I'he main feature of the We
cxsting Web stand
the Web. That me

b of Things is that it re-uses the
ards to connect the smart dev
ans, WoT uses the commo
and blueprints (such as URI, HTTP,
access the iumlunmlily of the
their network. Unlike loT,
or other technolog

ices with
n standards
ete.) of the web
smart objects

to
and expand
which requires special sensors
y toamterconnect

2

2ensors
We all have access 1o SCNSOTS

around s, dircctly
Sensors are mounted, which |

raise and a

arm the moment
«‘lmngv

i direction, vour h
SC are SCNsors

smartphones can sense (e

device and so forth All the rround ys

or indirec

- an
»neal
ands near the top, phont

. . .. ’ "c d n {
WoT) is framework with a vision where everyday’s smart devices anc

often called microcontrollers), are

. ds
8 Web technologies and standards. That is, no new standar
ped for WoT. Examples of smart dev

ices and objects are 1\

s, smart household appliances like smart TVs, snl

WEB OF THINGS

5 ) ” I
“ The web of Things (WeTl °
where

framework with »
everyday's smart devices

ing existn

fards

a wvision

d obje >
. v Web us
are connected the We

stand
Web technologles and

0kt
e, Nt
tly. In your school building .

~ tocted. .
some smoke is detect e
{
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Gensors are the devices which measure some physical SENSORS

;’ang.\' (likt‘ tompcmturc mj C.hangc n director ete.) and - Sensors are devices which
convert it into .mnu-\ type of sx.gnals. Sensors are used for measure some physical quantity (like
measuring the ph.\'swal. properties or changes in them, such temperature or change in director
Temperature, Resistance, Capacitance, Conduction, etc.) and convert it into some type of

- signals.

Heat Transter etc. ”

Different types of sensors that are commonly used in various applications are :

Temperature Sensor (measure change in temperature), Proximity Sensor (measures the
srovinity/position of an object relative to the screen of a device), Accelerometer (measure position,
wotion, tilt, shock, vibration, and acceleration). Pressure Sensor (measure the pressure or change in
PIessie), Light Sensor (measure change in the light intensity), Ultrasonic Sensor (measure
ultrasonic waves), Smoke, Gas and Alcohol Sensor (measure the leakage of smoke, gas or alcohol),
Touch Sensor (sense the position and pressure on a specific position of device), Colour Sensor

(senses the change in colour), Humidity Sensor (senses the humidity changes), Gyroscope sensor
(senses position, motion, tilt, shock, vibration, and acceleration).

Accelerometer sensors

Temperature sensors =—

Color-sensors =~

Humidity sensors =

SMART SENSORS o
Proximity sensors =—

- Smart sensors are intelligent

sensors  that can convert the Touch sensors #—

measured quantities into digital data, |
digitally process them, transmit them CYTOrSEnEops &

anc can perform some form of

K Magnetometer sensors
“ECision making.
8 44

Figure 10.5 Smartphone Sensors

Sensors also play a very important role in Internet of Things (10T). The sensors of 10T are mainly
smart sensors. Smart sensors convert the real-world quantity that they’re measuring into a digital
data stream and are able to transmit them wirelessly over a network. The smart sensors have
intelligent capabilities such as wireless communication and being an on-board mzcrocontrglle;'. They

2 o1 : io1 -0CeSS! CISI0Y cing and two-way communications.
are used for analog to digital conversion, digital processing, decision making and two-way

0]
J.9.3

r " 4 g
smart Cities

/‘\_ Smart city is a city that uses technology to provide servicesiarlxc.i sol.ve c:tvprlobl:n:lx\\l:r::::t
Cty does things like : improved transportation and accessibility, }nwprf)‘\:a ¢ k,l,‘. “v,\L ,01-“:\'
Mproved quality and sustainability. The main goals of a smart aty ‘T“ 0 .“‘“} (11;1\'} o
Umdcnc)@ reduce waste and ihconvenience, improve social and ccononmic quality, -«

Naximize social inclusion. SMART CITY
A smart city uses digital technology to connect, protect, and 66, gmart city it a city that uses IC1
L‘nhanc@ the lives of its citizens. 10T sensors, video cameras, and digital technologies along with

ous system, loT, to provide services and salve city

S0cial : "
m T ‘1 as a nery
Edla/ and gther mput\ R problems with improved quality and

rovidi .

?Ovldmg the city operator and citizens W

ce : ?
dback so they can make informed decisions.

ith constant |
sustainability. -




356

e ATart lusait?
{ ) .
m r gy
/
{ \
{ |
i ) ) .
e 4!
B Y i -
[ Oy )
'/ o
(i)
\
[ ~—

AT T T e

Figure 10.6 Smart City

A osmart cty s a framework, predominantly composed of Information and Communication
fechnologies (ICT), to develop, deploy, and promote sustainable development practices
address growing urbanization challenges

¢ anintelligent network of connected objects and machines (loT)

< data transmission using wireless technology and the cloud

H

> cloud-based 101 applications

M

alizensengagement using smartphones and mobile devices, as well as connected cars and homies
“ amproved energy distribution
= streamlined trash collection

< decreased traffic congestion

6 Cloud Computing
computig s the  Internet-based ivars
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Aerl ICS
:‘WH.JUL”S' . » - Cioub COMPUTI
(-l(\Ud mmpntm}: has follown mg fioe essential characteristics . py
o . A , : Cloud computing is the
1. ()n.demand self-service. Users are able to provision, Internet-based computing, whereby
monitor and manage computing resources as needed shared resources, software, and
without the help of human administrators. information ~ are  provided  to

.ork access. C . o ) computers and other devices on
> Broad network access. omputing services are delivered demand, like the electricity grid. The
over standard networks and heterogeneous devices. “cloud” represents the Internet.

- Rapid elasticity. [T resources are able to scale out and 9

in quickh and on as needed basis.

. Resource pooling. IT resources are shared across multiple applications and tenants in a
non-dedicated manner.

5 Measured service. IT resource utilization is tracked for each application and tenant,
typically for public cloud billing or private cloud chargeback.

Common cloud examples are : Google Drive, iCloud, Microsoft Azure, One Drive etc.

DRI s e

The client consists of hardware and software that access NOTE
cloud services. The client can be a thick client or a thin
lient. A thick client refers to a fully functional computer Some freely available public clouds
on each desk whereas a thin client machine provides just are Google Drive, Amazon web
the functionality needed to accomplish the necessary tasks. Services JAWS) - Which comes
- ' . o i free for trial, free starter plan of
Examples of thin clients include ncw age smartphones, Red Hat Open Shift.
tablets etc.

5.1 Cloud Services

Using clouds, many types of services are offered, accessible through clients. There are broadly
three types of cloud services offered that allow the clients to use an application or a platform or

an infrastructure.

Common types of cloud services are being discussed below.

Software as a Service (Suug)

'n this type of service, a complete application is offered to the customer, asd service on demand,
R ’ = 7

‘e on-demand service. With SaaS, you don’t have to worry about the installation, setup and
running of the application. Service provider will do that for you. You just have to pay and use it
nrough « : 1se email services online,
"rough some client. For example, t

ondin . . . -
nding bulk emails using a softwarc, web con
m re

Projfect management, invoicing and many more.

SO SN RS ' - -~ . ~
ume type of SaaS. Today GaaS is offered by comp
/")!“J, cte

to use office applications online, to
ferencing, customer relationship management,
The Sipo app available with this book also uses

anies such as Google, Salesforce, Microsoft

8 - P S 75l Yy Zol
Fxamples of commonly available Gaa$ are : Google Apps, Microsoft Office 365, Zoho LG Zoho
« ‘ . - «

CRM <, 4
‘M. Sale force Customer 360 clc.

(Y B

() U""‘{Cl‘n a
i : TV Ice ‘hich other

In this type of service, a deve lopment convironment 1o offered as a service, upen whicl . I L]

higher levels of service can be buill [’aaS proy ides the computing plattorms which typically

L L < - ‘ i : i N ) "0 Yl wil i

lndudc OP(‘Tﬂﬁnq cl[SfL’)ﬂ ,"‘”2"‘”""”."\’ l(”l\’”l"{" ('\‘(’('lltl()ll cnorontn ney (l(lfllbll\l , Wt b seroer

P T ’ P, ¢ « <
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' i > ¢ ake you available a preconfigured Seryer
and so forth. For instance, PaaS can make y p gu and

a frong

, : ; " en
to work on databases. The customer has the freedom to build his own apphcahODS, Which md
on the provider's platform. To meet manageability and scalability réquirements Of the

applications, aaS providers offer a predefined combination of OS and applicati

. ON Server
such as LAMP platform (Linux, Apache, MySQL and PHP), restricted J2EE, Ruby S’

etc,
Examples of commonly available Paa$S are : AWS Elastic Beanstalk, Windows Azure, Herok,

Force.com, Google App Engine, Apache Stratos.

Infrastructure as a Service (laa$)

laaS provides basic storage and computing capabilities as standardized Services over the
network. IaaS provides the computing infrastructure, physical or virtual machines lik, servers,
and other resources like virtual-machine disk image library, block and file-based storage,
firewalls, load balancers, IP addresses, virtual local area networks and so forth. The customer
would typically deploy his own software on the infrastructure.

Examples of commonly available IaaS are : Amazon EC2, Windows
Compute Engine and many more.

. | Highly scalable internet based applications f/
SaaS I:> # | are hosted on the cloud and offered as [
| services to the end user. '

Azure, Rackspace, Google

/

Google Docs, acrobat.com,
salesforce.com

/

= ™ e WP .
{ Here, the platforms used to design, [ Azure Service Platform,
1 PaaS [:> . develop, build and test applications | force.com,
L ¢ | are provided by the cloud infrastructure. | L Google App Engine.
— 4 S mp—— S ——— ‘h‘*“'—“‘\ o — — ==
’ . Inthis pay per use model, services like ( .
laaS E“'> 3 storage, database management and compute Amaz_on Web Services,
capabilities are offered are offered on demand. GoGrid, 3 Tera
- — SRS
Figure 10.8 Types of Cloud computing services.
0.6.2 Types of Clouds

A BAES

There are different t
home user or small

business owner,
can choose to de

ploy applications o

1. Private Clouds

A private cloud consists of computing r.

Y
organization. In a private cloud,
Private network and the hard w

o 2N .

Invatg clouds are often used by government
large-size organizations with business-critical ope
environment. A private cloud, also known
company’s intranet or hosted data ce

the services

are and software are d

ypes of clouds that you can subscribe

edicated solely to one organiz
. . . . . . . R rn
agencies, financial institutions, any othe

) ' . ver
rations seeking enhanced contre | o

as an internal or enterprise cloud, ¢
nter where all the dat

. vds., As a
to dependmg on your ne ds.

. . . oo Enterprises
you will most likely use public cloud services. Enterpr
n Public, Private or Hybrid clouds.

‘ o CS!’ (,r
esources used oxclusnvcly owned by one busmi na

‘. intained on «
and infrastructure are always maintatnt

Fion.
aud- 10
their

wwides 01

) . owal
a is protected behind a fir
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public cloud refers to a common cloud service mad
o 1 y QOrver - ' 1 1A¢
resources (like servers and storage) are owned an 1‘ ¢
ald opc

available '
' ¢ to multiple subscribers. The cloud
and delivered over the Internet. In (

_ , ‘rated by a third-p:
a public cloud, you sh y a third-party cloud serv

wWice " . ice provider
network devices with other organizations that use (} }
» thatuse the

are the same har
o :u :iam(, hardware, storage, and
" — | same cloud, called : '
»blic cloud deplovments are freque (called cloud”
PUU' loud } \ 1'( frequently used to provide fenants
apphcatmm’ dorage, and testing and development eou, e web-based email, online office

. : | nvironments , 7
l\/ncroso‘ff/\:”""' Google drive, Amazon Cloud Drive, iCloud ‘

,1Cloud etc. are examples of i
. ples of public cloud

The combination of Plll?hc gnd private clouds is called the hybrid cloud
group of related organizations is called the community C[Ollé Ciolié ane e Souds used by a

Grid Computing

———

1 computing is a distri _

brui t; I: Cpol;:ngtleb a c.ilstrlblu.ted computmg system formed by a network of independent hetero-
_,etn C 1 P f rs tm multiple 10c:at‘10ns. Grid computing links disparate, low-cost computers
into one large infrastructure, harnessing their unused processing and other compute resources.

4 computational grid is a hardware and software infrastructure that provides dependable, consistent,

°ero . | ] 17 S ' . R
pervasive, and inexpensive access to high-end computational capabilitie

' . : s. The grid links together
computing resources (PCs, workstations, servers, storage elements) and provides a mechanism
to access them.

Users (or client applications) gain access to computing resources (processors, storage, data,
applications and so on) as needed with little or no knowledge of where these resources are
located or what the underlying technologies, hardware, operating system and so on.

Grid computing is best suited for applications in which
many parallel computations can happen independently,
with i essors. In

: euEthe ,neEd 10 Commun_lcate betyveen profi Ot distributed computing that involves
grid computing, each computing task is broken down Into . coordination and sharing of
smaller pieces and distributed throughout the available geographically distributed etworked
computing resources for execution. These pieces are computational resources.
processed in parallel, and as a result, completion 15
achieved in a smaller amount of time.

In general, a grid computing system requires : | o
which handles all the administrative duties for the

GRID COMPUTING

66  Grid computing is a form of

24

%, At least one computer, usually a server,

System,
ecial grid computing network software.

%, A network of computers running Sp
ed middleware.

& A collection of computer software call

The two common types of Grids are : Grids all you to take a computation,
‘ mputationa id (Compule Grid Compute srids allow YOU ake a cor tior
e & o ute Grt d execute them on different grid nodes in paratlel
and exe

Upti()na”y Spm i mllltiplv pnrts, e will }mrfnrn1 faster as 1t nOW can usc
resourees rom ol e that v ("’mP"*““(‘f“ yute Grid vendors are GridGain (a
k ' ;i llel. Some omyf .
resources from all ;z,rld nodes N para
' ' o . Source). |
Professional Open Source), PPl (Open yrt data storagt, data discovery,
(”) : . ! " “dun‘ o \UPP‘. ‘ | | 11‘0&; of data actuall\,
data Grid. Data ‘(’J|d$ PI.()VI,( md d 1ipulatinn ol largo \;,)utl Crii data ac are"
ata handling, data pubhmtnon, é B i .
stored in Var’i%oug hetcr()gan‘Ous databases an

Open Source).
JBossCache (Professiona] Open gource), ghCache (OF

an infrastr
ata mal :
d ftile qystems. S
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Grid computing is different from cloud services.
Where clouds provide services, typically by a
single vendor, grid computing focuses on the
‘ within

resources  located

/

mtegration Ol \
o Il Users

difterent nrg‘mi/.mnns to cater to a common

e —

.lm\lunlmn. [ —

Grid Server

For oexample, laaS cloud service, a
rents the required infra-
the (specific
service) but in grid computing,
multiple computing nodes would
be joined or integrated together
to- work upon
computational

application).

vendor

structure  to users

Grid clients

some
problem

common

(one '
Figure 10.9 Grid Computing

When multiple nodes are joined to form a grid, a special type of grid software, called middle-
ware is needed which implements the distributed processor architecture and uses the resources
of individual node in optimum way. The middleware grid software takes care of security,
resource management, data management, communication, fault-detection, and so forth. There are
many such software available that help build grids from multiple nodes. One such open
source software is the Globus toolkit (http://toolkit.globus.org/toolkit).

Table 10.2  Grid Computing vs. Cloud Computing

Fypical usage pattern

Means of utilization

Criteria

Grid Computing Cloud Computing

Allocation of multiple servers onto a

Virtualization of servers; one server to
single application.

compute several tasks or services con- |
currently.

- Typically used for job execution, i.c., the
| execution of a program for a limited time
(Application Oriented).

More frequently used to support long-
running scrvices (Service Oriented).

Smgle application

Multiple services

- Maximum computing for

: On-demand services
one application

Yty ‘/'\ Warty - 1 :
A decentralized system, which spans

dCross

Contaimes
RTS |..n\\u|ll'/

IMterfaces an

<7 .
Artualization ol data
{ I O y

CridGan, ppy)p,

seographically distribyte
and lack central control, It

and computing,

Cache, Thca,

d sites
normally
|n'(('rn;,§(‘mn)us resources, such

software configurations, acceos

Fmanagemeny policies

calp
A central computer server with ~H“~‘:
access point and spans several mmpulu);
centers, like Google and .\nmr’k’”-”’g !
general contain homogencous 1esoutee
Operated under central control.

. . . , -.‘Hld |
Virtualization of hardware, software |

storage platforms

OneDyroe, Mointice
\,”/’/I(H/u’lb (o Ohce 200
SharePomt, Microsori A

Gooelely 11
A

[ CAnin-og Web Seronces) ol
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.1 Technology
glockchain Technology
/

\N\‘(Mmin is a distributed ledger (storing all the lransactinns)

bl ) ’
1 X Fusod o ‘ ln“n. \\/(‘”, d()n o ¢ g : .
twork. Confuse tbe ; just read the followis

aCross a peer-to-peer (P2p)
o r sy 3 1
B e g hy pothetical situation 1n

srder O U
ot

acqn and Nitin were friends since their school
Loy bustess together. All thetr financial t

‘1".‘/5: During their adulthood, they were also
i 1] i ‘ansactions took place through ABCXYZ Bank
iere both Hasan, Nitin and their clients made financial transactions O”; day so

“ient of Hasan and Nitin hacked their financial data from the Bank mz‘n.’ forged i;‘/ }! i

' ’ K led to heam,
wses and the trust-violation of clients, e

3
i

{tter sometinie, Hasan and Nitin decided to continue the same business, but this time, they
decided that every time a financial transaction would take place, each connected client would qc;f
a printed copy of it. So, all connected clients would get printed copies of each financial
transaction taking place and thus would have their own copy of ledger containing details of all
Swancial transactions.

Every time a new transaction takes place, all available financial data is compared with the existing
ledger ; if they match, the transaction is considered valid. This happens at all clients ends.
So, If someone tries to forge data, then its data will not match all copies of decentralized,
i distributed ledger available with all clients and thus will be rejected.

Hasan and Nitin are happy with this secure form of financial transactions and so are their clients.

Now, in the second style of the financial transactions, you can see that
® the financial transactions’ ledger is not at a centralized location like a bank, but is

distributed and is available to all connected clients.

& Every transaction’s details (called a block) is sent to all the connected clients (peer-to-peer

network).
& Each new block is chained with earlier existing blocks
distributed ledger.

(forming a blockchain) to form a

This style of financial transactions is called the blockchain technology. Now read the very first

| "¢ ot this section again. Now, I .am sure t

| “1us now understand the blockchain technology

he confusion is no more there.

in technical terms.

Blockchain Technology Keyterms

Before we discuss the working of blockchain technolog
erment. involyed

™

N¢
I N\ex

y, it 1s important to know about the key

., i . sy are !
K elements involved in the blockchain technology « | o
d, public ledger ot each
a network ot peers

of the online

cvnlr.\lised, digitize

(/ BIO . .
C A X ‘
kchain 1 echnology. Itisa de grring AMONg

. _ Ao
Tansactions (mostly financial, but not always)
(pu‘r-!()-};m-r network)
© Block.
Tansaction that has occurred online.
2 header which is public to all and . wor of the block.
’ F e owl

hle “to
(1) private details of transaction, accessible only

. ahd
hunk that stores encrypted details of a vali
ta cht L

A block refers to a sccured da
A bloc

k. consists fo Lo parts
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. Blockchain. It is the group of linked blocks, which are related to each other and arg
& < . ) . s . | . 3
proper linear chronological order. It stores the complete trail of transactiong
( , « (

. Py ~/ 1 > N ‘i >
- Public ledger. All confirmed transactions linked blocks since

the first transactiop, are
wailable in the form of a blockchain called public ledger.

& Mining. It is the process of confirming a transaction after validation, and adding it y,, the

wblic ledger.

~ P2P Network (Peer-to-Peer Network). The traditional architecture of www js client.
server type where the server stores all the information in a centralised database. The POp
network (Peer-to-Peer network) is the type of network used in blockchain technology 1t jc
a distribution network where each participant computer within the network maintaing,
approves and updates the new entries. Each participant has equal power.

/@\\

g ’ Centralised
A&

S BN
, database at server \x
| i ; | .
: ! v \v%"! < ’ 4!
Smartphone " P 4
me Q p \ ? /
Laptop

(a)

Figure 10.10 (a) Client-Server network architecture of www.
(b) P2P (Peer-to-Peer) network architecture of blockchain technology.
10.8.2 How Blockchain Technology Works

You know that a block is a secure data chunk storing encrypted details (using crvptography) of

a valid transaction. A block is created when a user initiates a transaction. It stores the encr_\'pft’d
details of the transaction taking place.

A block gets connected with blockchain as a permanent database only after validation. A

blockchain contains numerous linked blocks which are related to each other in a proper linear
chronological order.

YA o
O LEE

’ Each block contains a hash of the prev
St mechanism. Hashing not only encrypts

. . : « hashing
, 1t makes forgery impossible becaust hashing
A > . o . 1 SR SOl
ok2i0) cannot be reversed. Thus, a blockchain has complete information about different s
,.E é&

> » oY 3 . . . NEVETAY (
h * addresses as well as their balances right from the origins set to the ven pecen
s completed block., Every node of the P2P network has access to the blockehain.
- L]

. . . sy erv N
10us block. Hashing is a strong encr ptin;

The hain tec v sinee 1t
Scan Ihe blockchain tc chnology ensures that all transactions are alwavs available s
QR Code creation and no transaction can be deleted |
« - 16> 2 . ; !
Blockchains have found thejy apphications in healthcare s
votin SM1s ] : i : .
< mech‘ﬂnlSNlb, banking sector, Jinances,  Asset Many people assume !
’ . ’ ' rrency
management, insurance claim processing, passports, property blockcham and cvpociie
. . . )
registrations and many more. are the same. Block ™
yology
Fi ) underlymg technox
1igure 10.11 explains how

blockchain technology works. cryptocurrency ke B
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ater 'Y
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I=l= 3
R -]
/ ~ \
(BIE ) I=1= g3
R -) B
—F0 I - <<( ))> —n 9
=7 © @
e re(?tLl)::tizd \ E!-E / Validation A verified transaction
1rans§l | s 0 [ i=1=a] @ may involve m—
50 brm cas} \,TW~13',]L The network of nodes cryptocurrency,
nsaction ::"‘: i g validates the transaction contracts, records
okt “a and the user's status or other information.
known as nodes. using known algorithms
Once verified, the
transaction is
o— o combined with
other transactions
' The new block is then added to the to create a new -
The transaction existing blockchain, in a way that is block of data for
is complete permanent and unalterable. the ledger.
O
O -
— O
——{ Cryptocurrency | @) -
Cryptocurrency is a medium of exchange, created and stored electronically
) in the blockchain, using encryption techniques to control the creation
— of monetary units and to verify the transfer of funds.
Bitcoin is the best known example.
Has no intrinsic Has no physical Its supply is not
value in that it is not form and exists determined by a Centrgl
redeemable for only in the network. bank and the network is
another commodity, completely decentralized.
such as gold.
oot ‘ Figure 10.11 How blockchain technology works.
% 10,1 |
L Define the terms : Benefits of Blockchain Technology
) AR (ii) VR (ii]) MR (iv) ML (v) NLP & Increased time effectiveness due to the real-time
Giy .
o some  examples of  NLP transactions.
cpplf.can(ms_ X . head 1
3 What & Direct Transactions eliminate the overheads anc
"t are Robots ? :
L Do 4 robot ' intermediary costs.
. S USe A_I ? . o N S
> Name & Reduced risks related to cybercrimes, frauds and
6 N, © M mechanical robots. .
., Wm“- “ome Al haseq robots. tampering. . ith a proper record
§ 12L1s big dat > & More transparent processes W a prog
) o the teMs ¢ (i) IoT (ii) WoT creation and tracking.
. o oT. - e ized
% muc : . secure due to cryptographic and decentralize
Interney © data s generated in one © Highly BECERE o F
i N Minute 2 Blockchain protocols.
My, 2 cloud 2

hat :
12 . atis 5 block >

A s 5 blockchain )
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Blockchains can be of these types .

plockcnains ca € ‘ L led '
~ ess is controlled by a pre-

( tium blockchains. In a consortium blockchain, the consensus proces Y a pre-selecteq

(.onsoraium ockcnaims d . >

for example

rou C f corporatons
group — a group o , | - , . |
blockchains are run by a single company that grants access g any

Semi-private blockchains  Semu-privdte

user who satisfies pre-established criteria. |
1o Private blockchains are controlled by a single organisation that determines who cap read

ici ' consens ocess.
cubmit transactions to it, and participate in the consensus pr

blochchains. Anyone can read a public blockchain, send transactions to it, or participate in the
Ui MOCKCNAU ® . ' '
wsensus process. They are considered to be “permissionless.” Every transaction Is public, and users cap

remain anonymous. Bitcoin and Ethereum are prominent examples of public blockchains

I
NOTE

Government of India has shown interest in the implementation of blockchain
technology for many services like /and registration, tax data exchange, funds

LET US REVISE transfer, insurance claims settlement and many more.

Artificial intelligence (Al) refers to the ability of a machine or a computer program to think, learn and evolve,

Virtual Reality(VR) is a technology that allows people to experience and interact in a 3D virtual environment that
appears and feels like a real environment with the use of an electronic equipment.

Machine learning is an application of artificial intelligence (AI) that provides systems the ability to automatically
learn and improve from experience without being explicitly programmed, after initial trainings using test and
training data and algorithms.

NLP (Natural Language Processing) is an artificially intelligence technology helps computers understand, interpret
and manipulate human language and even potentially generate human language.

Robotics is a branch of technology that deals with physical robots.

Robots are programmable machines that are usually able to carry out a series of actions autonomously, or
semi-autonomously.

Big data is a term used to describe extremely large data sets that traditional database applications cannot deal with.
Characteristics of Big Data are Volume, Variety, Velocity, Veracity and Value.

Data analytics refers to discovering hidden patterns, trends and preferences, from the data set by employing
specialised methods, programs, software and specialised systems.

T'he IoT (Internet of Things) is a new age technology that allows computing devices to transfer data over a network
like Internet without requiring human-to-human or human-to-computer interaction.

The Web of Things (WoT) is framework with a vision where everyday's smart devices and objects, are connected the
Web using existing Web technologies and standards.

Sensors are devices which measure some physical enerqy (like temperature or change in director ctc.) and convertit
into some type of signals. ‘

rmart sensors are intelligent sensors that can convert the measured quantities into a digital data, digitally process

them, transmit them and can perform some [orm of decision making.

Clowe s > y ] b
Aoud computing is the Internet-based computing, whereby shared resources, software, and informaiion dr
e s e N ] ) l : : ' .

provided io computers and other devices on demand, like the electricity grid. The “cloud ™ presenis the Infernet

Grid computing |- st ' ] e, ‘

distrib puttng 1s a form of distributed computing that involves the coordination and sharing of Geographl alh
istributed nietworked computational resources,

Blockcha ’ |
> ain is the group of linked bloc ks, which are related o cach other and are in a proper, linear « hronological

order. It stores the complete trail of transactions

Blockchain Tec hnology -

oa dec l'“”ull‘.t‘(’ (h(/}“/("/ )'\’/’"
~ . . public ledger P » 17 rions (1<
financial, but no always) ¢ ger of cach of the online transocti

occurring amaor twor
] 19 a network of peers, (pecr-to-peer network)
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. Chowce Questions

7

wchnology makes users feel as they

foly :;v in a virtual environment '
LD b) AR
VR (d) MI

~__technology 1s able to take an existing

u‘mmnnwn! and add a laver of Virtual

information on top of 1t
() AR
1.1:’ \1[

(1‘) .\\!.P
() VR

e soan apphcation ot artihcial

intelhgence (Al that provides svstems the

ability to automatically leam and

improve
from experience, after imitial tramings
1y NLP (k) AR
((,\R M:l \‘[

is an artihaally intelligent technology
that helps computers understand. interpret
and manipulate human languags
(a) NLP (b) AR

() VR (d) Ml

are programmable machines that are
able to carry out actions autonomously
(0 Grids (b) Clouds

() Robots (d) Robotics

l’\‘“‘mt‘l_\' large sets of data are

(1) database

") big data

( «‘F cloud computers
) none of these
hh’”lgcnl

sensors that can convert and

PO _ o e

FNRSS quantities digital are SCNSOTs.

I loud (b) Al

O N

| nd () Smart

tho .

| Thutey computing svstem formed £V 2
.A‘(;Yk ')f i"tll‘[‘(‘Y\dl‘n! C‘)mputvr\ 1S —
Y’]’,”‘x.-l }“
\ u)vnj ‘:” ‘\l

(i1) Smart

O

10

—

wn
What is ¢lg |
1at is cloud computing ?

AN )
ctwork of computers and printers that

that
> available within an organisation
Internet-based com
shared
resources and data computers and other
devices on demand

() A

() A of i
fype of puting that

rovidis
} ' pnx'vs\mg

computer

processof - scheduling

Programs to work autonomaously

computer

td) Storage of Data on servers that 1s accessible
by all members of an organisation

Which of these 15 an advantage of cloud
storage 7

(a) The user has no control over their data

(") Many programs can be run at the same

time, regardless of the processing power of
vour device

() Accessible  anvwhere  with  an  internet

connection

(d) Portabihty
Which ot these 1s an example of cloud storage?
(a) Google Dnive (b)) Microsott Azure

(«11C loud () All of these

Which of the tollowing 1s not a cloud service?
(2) laaS (b) PaaS  (¢) SaaS () Daas
Ihe process of encrvpting and decryvpting
imformation

(1) Decentralized Applhication

(b) Cryptocurrency

() Block

(d) Cryptographv

What 1= Blockchain ?

decentralised  ledger 0! all
s a peer to peer network

cd ger ot some
twork

)y It A
transactions acr
It is partially a distributed 1 er of
transactions across 4 peer to PL: )
Jverviewed bv a central authornty .
' :' -« 2 distributed jedger of all transactio

L own network ‘

that cnabled the

(b

. A

aCrL'\\ 2 t()F’ G
technolos L

1) ‘t & : \Y\s,_‘.\ 0?. "‘}‘P\ ‘\'l‘.i o

1ovelopment e ]
L‘t\tl P { by contralised networe
s X o

woall b

overvi
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15.

16.

19.

20.

ro

u

When a transaction has been confirmed, it:'
means it has been approved by the network
and permanently appended to the blockchain
in the form of a
(1) Block

(¢) Circulating Supply  (d) Address

(b) Confirmed

Which are not the potential applications of :
blockchain ? :
(@) Voting (b) online gaming

() health records (d) fund transfers
A blockchain is secured by

(@) PIN code (b) "hash’ code
(¢) password (d) login :
What does the block in the blockchain consist
of ?

(a) Transaction data (b) A Hash point

(d) all of these

Each block contains the hash of

(a) The next block  (b) The previous block
(c) Of each block  (d) Of each fork :
The process of confirming a transaction afterg
validating and adding it to the public ledger is
called . :

(c) A Timestamp

(a) Block (b) hashing
(c) mining (d) validation
in the Blanks

refers to the ability of a machine :
or a computer program to think, learn and :
evolve. :

The

is a new -age:

technology that allows computing devices to : |

transfer data over a network like Internet
without requiring  human-to-human
human-to-computer interaction.

The technology is main enabler of :
making ‘Smart city’ a reality. :

or :

_ is a technology that allows :
People to experience and interact in a 3D

virtual environment that appears and feels like
a real environment

electronic equipment,
The Is a

transforms the view of ph

with the use of an

technology that
ysical real-world

6.

g 10.

11,

: 13.
14

: 15.

1.

Mo

INFORMATICS PRACT|Cpe

environment with
computer-generated images, thu
perception of reality.

SUPerimpogeq
s changing the

IS an A based
technology that helps computers understanq

interpret and manipulate human language

is a branch of technology that deals
with physical robots. ‘

means extremely large dat,

sets.

is a framework with a
vision where everyday’s smart devices and
objects are connected the Web using existing
Web technologies and standards.

are the devices which measure some
physical quantity and convert it into some
type of signals.

is a form of distributed
computing that involves the coordination and
sharing  of  geographically  distributed
networked computational resources.

is Internet-Based

computing
computing.

IaaS, SaaS, Paa$ are the types of

Clouds exclusively used by an organisation
are clouds.

The clouds used by multiple organisations on
a shared basis are clouds.

Decentralised, digitized, public ledger of each
online transaction, occurring among a network
of peers is called

A secured data chunk that stores encrypted
details of a valid transaction, is called a

Group of linked blocks in a proper linear
chronological order is called a

The process of confirming a transaction after
validation, and adding it to the public ledger s
called

True/False Questions

Immersive reality is a form of VR.

Virtual Reality enhances the environment

around us.



.

Chap'®’

-

S Rl‘h’

ar

10 EMERGING TRENDS

Augmen ted R

ound us:

Al pased technologV which makes computer

and im
3¢ machine learning.

learn P]-U\»c using test and ll'dining data
is know n
\LP is not Al based h‘l:hnnlug'\g

te mayv or mayv not be Al based.
2.3 Jatabases together are called big data.
WA

)
A}
Wl

.
gandare

{s. it is called ToT.
‘l\ht’

wel

~andards, it 18 called WoT.

\ot all sensors are smart sensors.

provide services and solve city problems

same.

Cloud based services consume disk space on’

vour computer.

eality enhances the environment :

hen smart devices and objects connect toE

asing - existing web technologies and : 18.

6.

17,

o smart devices and objects connect 1o

h using existing web technologies and :
: 20.

A\ smart city is a city that uses technology tof 21.

Grid computing and cloud computing are the .
123,
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N1()l)‘l. S 0one majo l 1 1 )' | (l(.)lltl
1 ”V 1S ( 1
. ) ne me ]( I' aavar t .

The ¢ S S a
cloud Vi
e o ;
platform o rvice which makes available
n the cloud, is called PaaS (
dadJ,

The cloud service whicl
nich makes available a

application/sof
tware .
PaaS. re on the cloud, is called

[he cl

0 service i
i fraqt Ud service \Nthh makes available an
n structure on thE‘ C]Ole, is callcd laaS

A blockchain
t / S0 .
database. echnology uses centralised

Ab i
t ‘llockcham technology stores the complete
rail of transactions as a public ledger

O :

Encrypted details of a single transaction is
called a blockchain.

Encrypted details of a single transaction 1s
called a block.

Whole of a block’s data is publically available.

A block stores encrypted data and has code of
its previous block.

Y0TE : Answers for 0TQs are given at the end of the book.

—

b

What is Augmented Reality ?

S L:Hon. Augmented reality (AR)
’.mxronment superimposed wi
umputer-generated sensory input suc

Most
st popular recent example of augm

How s A”X"T(‘H’L’d Reaht}/ dl:/f(frt’
!..A(, };n‘{)/]::'grr]f.Augm§nted Reality .enhances t
digitally ”):‘:f”‘ffatc imagery and 1'nforma
The "irt]ub[ ”‘"“—‘d SUpcrlmposed imagery
that f@e]bdl- reality replaces our re

ike real world and we can int

My}m[ I'S IUT 7

k"l]u”

0) v

Cummun'. IoT stands for Internct of Things.

thing Sr}llCate with each other using Intern®
> Should be IP protocol enabled In orde

QChnOlogies —_— : s
re involved to make JoT a gree

ented rea

al world with
eractively p

is a live direct or compo
nts, which hav

th virtual eleme
video, graphics or GPS data.

h as sound,
lity is Pokemon Go game app-

nt from Virtual Reality ?
he real world v
tion. What we vie
/information.

a differentVv

It ois b.\si(.l“\'
t as means 0

v to hav

lved Problems

site view of a physical, real-world
e augmented (enhanced) by

of our world with _\uporimpuscd

riew
al physical world plus

v 1S @ miX of re
We can interact with what we view.

d which s dl}"l{.\“\ gvm‘r.nvd

irtual worl

articipate in it.

using which things can
on between them. All the
Not one but multiple

a1 networ IN

{ ('mmnunimti
¢ this concept PU\\IN(‘,

at success
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TS ?
t, Wha \rtificial Tntellience (Al) 2 What are some applications of Al :
nat i VELETEC LU
Solution. Artificial intelligence - or Al for short-1s technology that enables a Computer t, think or
», y « & ) . . . . . . ¢ . QC
in a2 more human’ wav. It does this by taking in information from its gurgoundmgs' and deddingitt
a1 . : . Rk 3 N 1kt = . S
response b rsed on what it learns or senses. Some aPP“Latlon areas of Al are Mmachine IEarning
J

. e ness ics, driverless vehicles
Natural language processing, robotics, business analytics, and many More.
Learnine 2 What are some applications of machine learning ?
VA { L i ‘\ N
Solution. Machine learning is an application of artificial mtelhgence (A!) that prowdes Systems the
abiliny to automatically learn and improve from experience without being explicitly Programmeq
V1 applications learn from experience like humans without direct programming. When exposed
new data, these applications learn, grow, change, and develop by th.emselves. In other words, with
\lachine Learning, computers find insightful information without being told where to look. Insteaq
thev do this by leveraging algorithms that learn from data in an iterative process.
\Machine Learning has found applications in many areas of our lives such as face recognition, onliy,
campaigns, virtual personal assistants (like Siri, Alexa, Google Assistant, Cortana etc.), onlipe

chatbots (virtual chat assistants) and many more.

What is NLP ?

Solution. Natural Language Processing (NLP) is the study and application of techniques and tools
that enable computers to process, analyze, interpret, and reason about human language. It is used
for practical purposes that help us with everyday activities, such as texting, e-mail, and
communicating across languages.

7. What is Robotics ? How are Robots useful ?
Solution. Robotics is a branch of science and technology that deals with the conception, design,
construction, manufacture, and operation of robots. A robot is a machine which has the ability to
carry out complex actions and movements automatically.
Currently, the role of robots is to take over hard and dangerous jobs. Jobs that are repetitive and need
great precision are the ones robots are good at. There’s no room for human error in these jobs. Since
robots are machines and computer-controlled, all the calculations of each movement are accurate.

5 Discuss some characteristics of Big data.
Solution. Some characteristics of big data are :

(i) Volume (size of data). The data cannot be stored, processed, and interpreted by a single
computing machine. Volume describes the amount of data generated by organizations v
individuals. Big Data is usually associated with this characteristic, ¢.g., Every day we ¢reat¢
2.5 quintillion bytes of data. | |

ssINg,

(11) Velocity (Speed of data in and out, generated). The system should be capable of acce "
ais

(’1 ; o . . . . ic .

oning, and processing this high-speed data. Velocity describes the frequency at which & '
oy ir’ » > 5 < i . N [ i
7« fu rrdit d, captured and shared, c.g., hvcry 60 seconds 400 hours of new YouTube video shit
2430555 Instagram likes take place etc.

(1) Variety (Types of data and source
Big data means much more

1.
. A _ . - of date
s). The system should be capable of handling all kinds Ludio

. - . 1deo,
than rows and columns. It means unstructured text, vid

that can have important imp v in Lime ¢A

acts on comp my deciei L ol
) ; any decisions 'S 'zed propel
Image, audio, video, text Pany RS =TS analyaed Pl

‘ SCNSOry cte, |
(i) Veracity (usefulness/accumcy of data). The lity o lach

. - Ve whonable gqua
authenticity. It i prone data can either be of questionable qu

, _ o ! o
as. It helps to decide “Js the information is real V1 g
U’

to noise or pj al=

(v) Value. Our ability and nee
medical or social pe

ol
ds to turn dat

= o N . ‘O1rm
= 4 Into value. So, value may be in the for!
nenits, customer/e .

mployee or personal satisfaction.
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Wlmt s the basic dlfﬂ’rcncc between loT vs WoT ?

solution. loT(Internet of Things) is about cre

applications. WoT (Web of Things), tries to j

using existing web standards. While 10T ne

ating a network of obje
ntegrate the obje
eds a sing|

. . A/ ™ g SO WOr 3 i \ )
the things, WoT rcuses and leverages readily available

and blueprints to make data and services offere

A Fts, things, people, systems and
univc s, things and people ete. to the Web
ersal application protocol to integrate

and widely po
pular Web protocols, s
d by Objects P ols, standards
more accessible
What is Grid Computing ? Sible:

Solution. Gnd mmputmg IS a processor architecture that combin
Jomains to work in tandem to achieve a common ob €S computer resource

dispersed physically, work on a task together in paral
high power computers, sometimes super computer

con . s from various
jective. In grid computing, the computers
lel, and thus achieve computing powers of

Write the full forms of these : (i) laaS, (ii) PaaS, (iii) SaaS (iv) P2P

<slution. (i) Infrastructure as a Service (1) Platform as a Service

(iif) Software as a Service (1v) Peer—to—Peer

What is cloud computing ?

Solution. Cloud computing describes the act of storing, managing and processing data online, as
opposec.i to on a_ physical computer or network. In other words, cloud computing is the delivery of
computing services such as servers, storage, databases, networking, software, analytics etc. over the
Internet (“the cloud”).

What is a cloud computing service provider ?

Solution. The cloud computing service provider is the company that provides and ensures the
delivery of computing services— including servers, storage, databases, networking, software,
analytics, and intelligence—over the Internet (“the cloud”) to offer faster innovation, flexible

resources, and economies of scale.

What is a public cloud ?

“Slution. Public clouds are owned and operated by a third-party cloud servic.e providers, w@'ch
deliver their computing resources like servers and storage OVer the Internet. M:;rotst?efz f;zlureo Sii“
example of a public cloud. With a public cloud, al hardware, SO e B these ervices and
infrastructure is owned and managed by the cloud prov1der. One can access

manage their account using a web browser.

What s :

viat is a private cloud ? | R
p o resources used exclusively by a single busines
Ompuhng r te data center.

located on the company’s On-stt Joud is
host their private cloud. A private cloud®

ained on a pri\'ato

ulion. A private cloud refers to cloud ¢ :
Or organisation. A private cloud can be p11y51ca1}y
Some companies also pay third-party service providers tc')nt
the one in which the services and infrastructure are mal

network.

‘e services that
loud computing =¢ rvi

, and manag
’ 1 A

ebor mobile ap
rs, storage,

What ic
Vhat is Pags 1t refors to €
ce.

Solut ) . ' -
Ytion. The full form of PaaS is Platform as 4 = . testing, Jdelivering
"UPPly an on-demand environment for d‘»'“‘l“lm?" lopers ickly createw
. . Lty e evelt ' .
“PPlications. Paa$ is designed to make it easierl “"lhv anderlying e
n € i nt.
“tWork and databases needed for dev elopm®

a Servi ring, sOHWare
ps

qructure of serve
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7. What 1s SaaS ? |
Solution. Full form of Saa$ is Software as a Service. It is a form o.f cloud COmpUtixjg used g,
delivering software applications over the Internet, on demand .and' typically on a Sflbsqlption basi,
With SaaS. cloud providers host and manage the software appllca.tlon and ll.mderlymg mfraStrUCfure
and handle any maintenance, like software upgrades and security patching. Users connect

‘ to the
application over the Internet, usually with a web browser on their phone, tablet or PC.

>

What s laas .
Solution. Full form of laa$ is Infrastructure as a Service. It is a form of cloud computing used f,

delivering a tull compute stack — including servers, storage, networking and operating software _
as an abstract, virtualized construct.

Like other service-based offerings (Software as a Service, Platform as a Service), IaaS allows users ¢,
consume only what they need while offloading complex and expensive management tasks to thei,
provider.

What does blockchain technology do ?

Solution. Blockchain technology creates a viable, decentralised record of transactions - the
distributed ledger — which allows the substitution of a single master database. It keeps an immutable
record of all transactions, back to the originating point of a transaction.

What s distributed ledger on blockchain technology ?

Solution. A distributed ledger is a database of transactions that is shared and synchronised across
multiple computers and locations — without centralised control. Each party owns an identical copy
of the record, which is automatically updated as soon as any additions are made.

21.  How does blockchain work ?

Solution. A blockchain records data across a peer-to-peer network. Every participant can see the

data and verify or reject it using consensus algorithms. Approved data is entered into the ledger asa
collection of “blocks” and stored in a chronological “chain” that cannot be altered.

22 What is a block and what is its role in a blockchain ?

Solution. Blocks hold batches of valid transactions that are hashed and encrypted. Each block

includes the cryptographic hash of the prior block in the blockchain, linking the two. The linked
blocks form a chain, called blockchain.

List some advantages of blockchain technology ?

Solution. Some advantages of blockchain technology are :

Increased time effectiveness due to the real-time transactions.

Direct Transactions eliminate the overheads and intermediary costs.

Reduced risks related to cybe

rcrimes, frauds and tampering.
More tr

ans : CSSeS Wi X i
parent processes with a proper record creation and tracking.
C

Highly sec
ire due to cr - A N . R
cryptographic and dec entralized Blockchain protocols.

24,

What is q thing with respect to lo’ T ?

Syl e
>olution. We distinguish tywi classe

Things that are

Things that ar
cOommunjc

s of things -
computers including sm

€ not compute
ation interfaces.

art phones equipped with communication interfaces

rs e . : ith
, but who are associated with computers t‘ql“PPed it
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25.  List some examples of NLP in Reql Life

Solution.
Information Retrieval (Google finds relevant and sim
Information Extraction (Gmail structures events fro
Machine Translation (Google Translate translates ]

Text Simplification (Rewordify simplifies the meaning of s t ;
used (pun intended). § ot sentences). Shashi Tharooy tweets could be

ilar results).

m emails).

Sentiment Analysis (Hater News gives us the sentiment of the user).
Text Summarization (Smmry tool or Reddit’s auto TL; DR tool
Spam Filter (Gmail filters spam emails separately).
Auto-Predict (Google Search predicts user search results).
Auto-Correct (Google Keyboard and Grammarly correct words
Speech Recognition (Google WebSpeech or Vocalware).
Question Answering (IBM Watson's answers to a query).

81Ves a summary of sentences).

otherwise spelled wrong).

Natural Language Generation (Generation of text from image or video data.)

guidelines to NCERT Questions  [NCERT Chapter 2]

1. List some of the cloud-based services that you are using at present.

Ans. Google Drive, Office Applications like Google Docs, AWS (Amazon Web Services).
2. What do you understand by the Internet of Things ? List some of its potential applications.
Ans. Refer to Solved Problem 3.

Some Practical applications of IoT are : Health and Fitness, Home Security, Transport, Shopping, Smart
cities etc.

3. Write a short note on the following : (a) Cloud computing (b) Big data and its characteristics

Ans. (a) Refer to section 10.6. (b) Refer to section 10.4.

Explain the following along with their applications : (a) Artificial Intelligence (b) Machine Learning.
Ans. () Refer to Solved Problem 4. (b) Refer to Solved Problem 5.

Differentiate between cloud computing and grid computing with suitable examples.

Ans. Refer to table 10.2.

/ustiﬁ/ the fo[lowz'ng statement : ‘Storage of data is cost effective and time saving in cloud computing’.

Ans. In cloud computing, the on-demand services are available instar'1tly and one has to pay only. for
the service and not for the entire infrastructure. Thus, when one avails storage on a C'IOUd’ they _JUSt
pay for the storage they used and not for other infrastructure, hence it is cost-effective. And since
cloud serivces are readily available, these are time-saving too.

. , . i ses: 9
7. What i on-demand service? How it is provided in cloud computing :

Ans, On-demand services allow users to use a service instantly as and when requ],red' Tl;:;‘:]::g
S€rvices are on-demand services which make available the cloud resources at run tlTe, Wstorage
where needed. On-demand cloud services allow end users to u,se. EOREl QmMPEEEE ,
software and other resources instantly and in many cases without limits.
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8. Write examples of the

ACTI¢

followinyg :

(@) Government provided cloud computing platform.

(b)  Large scale private cloud service providers and the services they provide
Ans. (2) MeghRay (b) DropBox, Google Drive - the .
9. A company interested in cloud computing is looking
cirtual seroer provisioning and on demand storage
unmmg customised applications. What type
(@) Plattorm as a Service

se provide storage demang
for a provider who offers a set of |
that can be combined into a plat
of cloud computing mode
(b) Software as a Service
Ans. (¢) Infrastructure as a Service.

ASIC seryi,
platforn f,,
lﬂfﬁ {ITUSLy )'(‘{N”"L‘."V"::' ‘

(¢) Infrastructure as 4 Service

10. Which is not one of the features of 10T devices ?

(@) Remotely controllable (b) Programmable

(¢) Can turn themselves off if necessary (d) All of the above
Ans. (b) Programmable

11. If Government plans to make a smart school by applying 10T concepts, how can cach of the fol
implemented in order to transform a school into IoT enabled smart school ?
(a) e-textbooks (b) Smart boards (c) Online tests
(d) Wifi sensors on classrooms doors (é) Sensors in buses to monitor their location
(f) Wearables (watches or smart belts) for attendance monitoring
Ans.
(@) e-textbooks can be implemented using IoT ready tablets or smartphones.
(b) Smartboards can connect to the school’s e-content respository and can update about the
content usage. |
(c) Online Tests can be carried out using [oT devices, which can make available the centralised
tests and can record students” movements during the test.
(d) WiFi sensors on class doors can help create the class network, which can be used by the
teachers and students. o
(¢) Sensors in buses enhance security and keep parents and school authorities \\'ell-mrormt\.- |
(f) Wearables for attendance monitoring will ensure correct and updated attendance records at 2
- times. ,
12. Five friends plan to try a startup. However, they have a limited budget and limited computer e

l 4

. . . i R %y
o can they avail the benefits of cloud services to launch thei startup . WS
: -  Drive
» ‘ . N . o1 . Google Dt
Ans. They can use some free services available on public clouds such as Goo;

(Amazon Web Services) etc.
13. Government

‘ e J e s Dacasiit
provide wvarious scholarships to students of different classes. | :
f ) y me id ethictency ¥
ckcham teo ,/‘,“‘,}” Y ocan I;,‘ 1 ,,"{ /(l ,1,“)”/('/(' o HH”!I’,I//EII’ f/..'!‘s,ll;lh NClY adnd (
SN )/'5! nip

. W
' Jotails willt
, . . . vallotee’s detal
Ans. Using blockchain, a complete trail of all the scholarships allotted and the alle

c o or forges
. . » com ’”‘d ¢
available. Blockchain will ensure that it is available to all the clients and cannot be comy

. holarship®
: , : +distribution of scho
Thus, it will promote accountability, transparency and efficiency in the distributic

14. How lo] and \ ‘ol are related ?

Ans. Reter to Solved Problem 9.
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15. Match the fo[/uwm’l\v .

(@)
(b)
(©)

‘ (d)

I

L_’,_,_,__

Column A

Column B

You got a reminder to take medication
You got a sms alert that you forgot to lock the door

You got the sms alert that parking space is available
near your block

You turned off your LED TV from your wrist watch

(@)
(if)
(i)

Smart Parking
Smart Wearable

Home Automation

Smart Health

Ans. (a) - (iv) ; (b) = (ifi) ; (c) = () ; (d) - (i1)

GLOSSARY

Augmented
Reality (AR)

Virtual
Reality(VR)

loT

internet of
Things

Blockchain

Blockchain
Technology

373

Technologically generated a real view which is mix of real physical world along with superimposed digitally

generated imagery and information.

Technologically generated view which is completely virtual but appears completely real.

Internet of Things

Technology that allows computing devices to transfer data over a network like Internet without requiring

human-to-human or human-to-computer interaction

It is the group of linked blocks, which are related to each other and are in a proper, linear chronological

order. It stores the complete trail of transactions.

It is o decentralised, digitized, public ledger of each of the online transactions (mostly financial, but not
always) occurring among a network of peers. (peer-to-peer network)

Rssignments

Sl g

IJA

* What is Augmented Reality (AR) ?

P,

How is Augmented Reality different from Virtual Reality ?
- What is Mixed Reality ?

What is Machine Learning (ML) ?
Name some fields of ML applications.

Can you explain how ML be used in business ?

What is data analytics ? How is it useful ?

What is Natural Language Processing (NLP) ?
Name some NLP applications.

What is Artificial Intelligence ? How has it impacted our lives ?

Name some fields where Al has found applications.
What are new things that Al has made possible ?
What is Internet of Things ? What is its utility ?
What is Virtual Reality (VR) ?

- List some uses of VR.

/. Enlist some VR devices.
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17.
18.
19,
20).

21

33.
34.
35,
36.

37.
38.
39.
40.
41.
42.
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/)
What is Robotics ? Is it related to Al ?

What are Robots ? Are all robots Al based ?

What is big data ? Can big data be stored in regular databases ?

Discuss some characteristics of Big data.

What do you understand by ‘Low veracity data’ ?

What is WoT ? Is it related to loT ?

How is WoT different from IoT ?

What are sensors ? What are smart sensors ?

What is smart city ? Is it related to IoT ?

How is private cloud different from public cloud ?

What is cloud computing ?

List some benefits of cloud computing ?

What are different types of clouds available ?

Which type of cloud would you use if you do not want to share it with other organisations ?
What are different types of cloud services available ?

How is laaS different from PaaS ?

What is SaaS ?

What is Grid computing ? How is it different from Cloud computing ?
What two common types of Grids ?

What is middleware ? What is its role in Grid computing ? Name a software used for Grid computing
middleware setup.

What is blockchain technology ?

What is a block and how is it related to a blockchain ?
What is public ledger in a blockchain ?

What is mining in blockchain technology ?

How is the data in blockchain public, yet secured.

From the table given below, identity the field(s) of the term/application given, e.g., middleware is a term
related to Grid computing.

Choose From : Al, ML, NLP, IoT, Cloud Computing, Grid Computing, Blockchain.

Term/Application Field

B |

Humanoid

Drone

Analysing business data from past records and improving
Chatbots

Virtual Assistants replying verbally

Refridgerator automatically connecting to Internet

Smart City

Files saved on One Drive

Automatic email sending service

Utilizing different servers for common application

Paying through cryptocurrency

D -
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